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1. INTRODUCTION

Package Contents

Check the contents of your package for following parts:

- Web Smart Gigabit Ethernet Switch x1

. CD-ROM user's manual x1
- Quick installation guide x1
- 19” rack mounting kit x1

- Power cord x1

- Rubber feet x 4

If any of these are missing or damaged, please contact your dealer immediately, if possible, retain the carton including the
original packing material, and use them against to repack the product in case there is a need to return it to us for repair.

How to Use This Manual

This Web Smart Gigabit Ethernet Switch User Manual is structured as follows:

Section 2, Installation

It explains the functions of GSW-1602SF/2404SF and how to physically install the GSW-1602SF/2404SF.

Section 3, Configuration

It contains information about the Smart function of GSW-1602SF/2404SF.

= Section 4, Switch operation
It contains specifications of GSW-1602SF/2404SF.

= Appendices
It contains cable information of GSW-1602SF/2404SF.

Product Features

[ | Generic Features

) Complies with IEEE 802.3, 10Base-T, IEEE 802.3u, 100Base-TX, IEEE 802.3ab,1000Base-T, |IEEE
802.3z,1000Base-SX/LX, Ethernet standard

) 16/24-Port 10/100/1000Mbps Gigabit Ethernet ports

) 2/4-Port SFP (Small Form-factor Pluggable) for 3.3V mini GBIC module, shared with Port-15 and Port-16,
or Port-21 to Port-24

) Each Switching ports support auto-negotiation-10/20, 100/200Mbps and 1000/2000 supported
) Auto-MDI/MDI-X detection on each RJ-45 port, support CSMA/CD protocol
° Prevents packet loss with back pressure (half-duplex) and 802.3x PAUSE frame flow control (full-duplex)

) High performance Store and Forward architecture, broadcast storm control, runt/CRC filtering eliminates
erroneous packets to optimize the network bandwidth

° 8K MAC address table, automatic source address learning and ageing




) 32/48Gbps switch fabric, non-blocking switch architecture

) 9K Jumbo Frame support at all speed (10/100/1000 Mbps)

Layer-2 Switching

) Support port-based and 802.1g VLAN function, up to 64 VLAN groups
° 802.1w Rapid-Spanning Tree protocol support

[ Link Aggregation support static mode and LACP (802.3ad) - up to 8 Trunk groups, each trunk for up to
maximum 12 ports

° IGMP Snooping — multicast filtering

Quality of Service

° 4 QoS classes per port

° Traffic class assignment based on 802.1p tag, or DSCP field

° Multicast and Broadcast Storm Control as well as Flooding Control

) Rate Limit bandwidth control at both inband and outband in steps of 128kbps
Security

([ Port Mirroring support for dedicated port monitoring

) 802.1X Port-Base access control, RADIUS ServerAuthentication

° Source IP filter per port to block unwanted access

° Static MAC Address assign destination MAC address at specifies port.
Management

) Remote Web management interface

[ Firmware upgrade through web interface

) Cable Diagnostics technology

) Support SNMPv1 with RFC-1213/1573-Interface group, Ethernet MIB

) SNMP Trap




PRODUCT SPECIFICATION

Hardware Specification

Network ports 16 24
Switch architecture Store-and-Forward

Switch Fabric 32Gbps 48Gbps
Switch throughput 23.8Mpps 35.7Mpps
Address Table 8K entries 8K entries
Share data Buffer 340KB 500KB

Flow Control

Back pressure for half duplex, IEEE 802.3x Pause Frame for full duplex

Dimensions (mm)

440 x 210 x 44 (1U height)

Weight

2kg

2kg

Power Requirement

100-240V AC, 50-60 Hz

Power Consumption

30 watts, 102.5 BTU |

Standards Conformance

Network Standards

IEEE 802.3 (Ethernet),

IEEE 802.3u (Fast Ethernet)

IEEE 802.3ab (Gigabit Ethernet)

IEEE 802.3z (Gigabit Ethernet, 1000Base-SX/LX)
IEEE 802.1q (Tagged VLAN)

IEEE 802.1w (Rapid Spanning Tree)

IEEE 802.1X (Port-Based Authentication)

IEEE 802.3ad (Link Aggregation Control Protocol)
IEEE 802.3x (full-duplex flow control)

Operating Temperature

0~50°C

Storage Temperature

-40~70°C

Operating Humidity

5% to 90% , relative humidity, non-condensing

Storage Humidity

5% to 90% , relative humidity, non-condensing

Regulation Compliance

FCC Part 15 Class A, CE

30 watts, 102.5 BTU




2. INSTALLATION

This section describes the functionalities of GSW-1602SF/2404SF’s components and guides how to install it on the
desktop or shelf. Basic knowledge of networking is assumed. Please read this chapter completely before continuing.

2.1 Product Description

The PLANET GSW-1602SF/GSW-2404SF is a 16/24-port 10/100/1000 Mbps Web Smart Ethernet Switch with
non-blocking wire-speed performance. With 32/48Gbps internal switching fabric, the GSW-1602SF/GSW-2404SF can
handle extremely large amounts of data transmission in a secure topology linking to a backbone or high-power servers.
The GSW-1602SF /GSW-2404SF could recognize up to 8K MAC Address table and provides 340KB /500 KB on-chip
frame buffer. The GSW-1602SF /GSW-2404SF offers wire-speed packet transfer performance without risk of packet loss.
The high data throughput, it can provide the most convenient for user to upgrade their network to Gigabit environment.

2.1.1 Product Overview

PLANET GSW-1602SF/2404SF is a Web Smart Gigabit Ethernet Switch with 16/24 RJ-45 10/100/1000Mbps ports for
high-speed network connectivity. The GSW-1602SF/2404SF can also automatically identify and determine the correct
transmission speed and half/full duplex mode of the attached devices with its 16/24 ports. The Gigabit port can handle
large amounts of data transmission in a secure topology linking to a backbone or high-power servers.

This products also supports store-and-forward forwarding scheme to ensure low latency and high data integrity, eliminates
unnecessary traffic and relieves congestion on critical network paths. With an intelligent address recognition algorithm,
GSW-1602SF/2404SF could recognize up to 8K different MAC address and enables filtering and forwarding at full wire
speed.

2.1.2 GSW-1602SF/2404SF Front Panel

Figure 2-1 & 2-2 shows a front panel of GSW-1602SF/2404SF.
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Figure 2-1 PLANET GSW-1602SF Front Panel
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Figure 2-2 PLANET GSW-2404SF Front Panel




2.1.3 LED Indicators

LED Color Function

PWR Green |Lights to indicate that the Switch is powered on.

1000 Green Lights to indicate that the Switch is successfully connecting to the network at 1000Mbps.
LNK/ACT Blinks to indicate the Switch is receiving or sending data.

100 Green Lights to indicate that the Switch is successfully connecting to the network at 100Mbps.
LNK/ACT Blinks to indicate the Switch is receiving or sending data.

10 Green Lights to indicate that the Switch is successfully connecting to the network at 10Mbps.

LNK/ACT Blinks to indicate the Switch is receiving or sending data.

SFP Lights to indipate that the Switch is successfully connecting to the network at 1000Mbps

Green |through SFP interface.

LNK/ACT Blinks to indicate the Switch is receiving or sending data.

I R ] K LLCLE]
Op‘l.mer ? 4 6 B 1012 WA 1 1B M 3 M
[t P ] ) L L

e 0000 ) :
17 3 5 7 % 19013 13 97191 11
W @ | C ; 1 10

GSW-24045F o LMK % ACT

Figure 2-3 PLANET GSW-2404SF LED panel

To press and release the RESET button. The GSW-1602SF/ 2404SF will back to the factory default
&Note: mode. Be sure that you backup the current configuration of GSW-1602SF/2404SF; else the entire
configuration will be erased when pressing the “RESET” button.

2.1.4 GSW-1602SF/2404SF Rear Panel

The rear panel of the Switch indicates an AC inlet power socket, which accepts input power from 100 to 240VAC,
50-60Hz.

7 “
| S

Figure 2-4 Rear Panel of GSW-1602SF/2404SF

Power Notice:

1. The device is a power-required device, it means, it will not work till it is powered. If your networks should active all the
time, please consider using UPS (Uninterrupted Power Supply) for your device. It will prevent you from network data
loss or network downtime.

2.In some area, installing a surge suppression device may also help to protect your switch from being damaged by
unregulated surge or current to the Switch or the power adapter.




2.2 Install the GSW-1602SF/2404SF

This section describes how to install your GSW-1602SF/2404SF Web Smart Gigabit Ethernet Switch and make
connections to the switch. Please read the following topics and perform the procedures in the order being presented.
PLANET GSW-1602SF/2404SF Web Smart Gigabit Ethernet Switch do not need software configuration. To install your
GSW-1602SF/2404SF on a desktop or shelf, simply complete the following steps.

2.2.1 Desktop Installation

To install a GSW-1602SF/2404SF on a desktop or shelf, simply complete the following steps:
Step1: Attach the rubber feet to the recessed areas on the bottom of the switch.

Step2: Place the GSW-1602SF/2404SF on a desktop or shelf near an AC power source.

Step3: Keep enough ventilation space between the switch and the surrounding objects.

When choosing a location, please keep in mind the environmental restrictions discussed in Chapter
T2 Note: 1, Section 4, and Specification.

Step4: Connect your GSW-1602SF/2404SF to network devices.

A. Connect one end of a standard network cable to the 10/100/1000 RJ-45 ports on the front of the
GSW-1602SF/2404SF

B. Connect the other end of the cable to the network devices such as printer servers, workstations or routers...etc.

Connection to the Switch requires UTP Category 5 network cabling with RJ-45 tips. For more
= Note: information, please see the Cabling Specification in Appendix A.

Step5: Supply power to the Switch.

A. Connect one end of the power cable to the GSW-1602SF/2404SF.

B. Connect the power plug of the power cable to a standard wall outlet.

When the GSW-1602SF/2404SF receives power, the Power LED should remain solid Green.
2.2.2 Rack Mounting

To install the switch in a 19-inch standard rack, follow the instructions described below.
Step1: Place your GSW-1602SF/2404SF on a hard flat surface, with the front panel positioned towards your front side.

Step2: Attach a rack-mount bracket to each side of the switch with supplied screws attached to the package. Figure 2-4
shows how to attach brackets to one side of the switch.

Figure 2-5 Attaching the brackets to the GSW-2404SF

Caution: You must use the screws supplied with the mounting brackets. Damage caused to the parts by
using incorrect screws would invalidate your warranty.




Step3: Secure the brackets tightly.
Step4: Follow the same steps to attach the second bracket to the opposite side.

Step5: After the brackets are attached to the Switch, use suitable screws to securely attach the brackets to the rack, as
shown in Figure 2-5

Figure 2-6 Mounting the Switch in a Rack

Step6: Precede with the steps 4 and steps 5 of session 2.2.1 Desktop Installation to connect the network cabling and
supply power to your switch.

2.2.3 Installing the SFP transceiver
The sections describe how to insert an SFP transceiver into an SFP slot.

The SFP transceivers are hot-plug e and hot-swappable. You can plug-in and out the transceiver to/from any SFP port
without having to power down the Switch. As the Figure 2-7 appears.

MGB-5X MGB-LX

Figure 2-7 Plug-in the SFP transceiver

Approved PLANET SFP Transceivers




PLANET GSW-1602SF/GSW-2404SF support both single mode and multi mode SFP transceiver. The following list of
approved PLANET SFP transceivers is correct at the time of publication:

mMGB-SX SFP (1000BASE-SX SFP transceiver )

mMGB-LX SFP (1000BASE-LX SFP transceiver )

It recommends using PLANET SFPs on the Switch. If you insert a SFP transceiver that is not
&Note: supported, the Switch will not recognize it.

Before connect the other switches, workstation or Media Converter.

1. Make sure both side of the SFP transfer are with the same media type, for example: 1000Base-SX to 1000Base-SX,
1000Bas-LX to 1000Base-LX.

2. Check the fiber-optic cable type match the SFP transfer model.

» To connect to 1000Base-SX SFP transfer, use the multi-mode fiber cable- with one side must be male duplex
LC connector type.

»  To connect to 1000Base-LX SFP transfer, use the single-mode fiber cable-with one side must be male duplex
LC connector type.

Connect the fiber cable
1. Attach the duplex LC connector on the network cable into the SFP transceiver.

2. Connect the other end of the cable to a device — switches with SFP installed, fiber NIC on a workstation or a Media
Converter.

3. Check the LNK/ACT LED of the SFP slot on the front of the Switch. Ensure that the SFP transceiver is operating
correctly.

4. Check the Link mode of the SFP port if the link failed. Co works with some fiber-NICs or Media Converters, set the
Link mode to “1000 Force” is needed.




3. SWITCH MANAGEMENT

This chapter describes how to manage the GSW-1602SF/2404SF. Topics include:
- Overview
- Management methods
- Assigning an IP address to the GSW-1602SF/2404SF
- Logging on to the GSW-1602SF/2404SF

3.1 Overview

This chapter gives an overview of switch management. The GSW-1602SF/2404SF provides a simply WEB browser

interface. Using this interface, you can perform various switch configuration and management activities, including:

B System

B Port Configuration

®  Port Mirroring

®  Storm Control

®  VLANs

B Rapid Spanning Tree
B Link Aggregation

®  IGMP Snooping

B Quality of Service

m  802.1X Management
®m  MAC Address

B Tools

B Status

Please refer to the following Chapter 4 for more details.

3.2 Management Methods

The way to manage the GSW-1602SF/2404SF:

- Web Management via a network or dial-up connection.
3.2.1 Web Management

The PLANET Web-Smart Switch provides a built-in browser interface. You can manage the GSW-1602SF/2404SF
remotely by having a remote host with web browser, such as Microsoft Internet Explorer, Netscape Navigator or Mozilla
Firefox.

Using this management method:

The GSW-1602SF/2404SF must have an Internet Protocol (IP) address accessible for the remote host.




PLANET Web-Smart Switch

—
[ ]
RJ-45 / UTP Cable e ;

PC ! Workstation
with
[E or Metscape Browser

3.2.2 Login the Switch

Before you start configure the GSW-1602SF/2404SF, please note the GSW-1602SF/2404SF is configured through an
Ethernet connection, make sure the manager PC must be set on same the IP subnet address. For example, the default
IP address of the GSW-1602SF/2404SF is 192.168.0.100, then the manager PC should be set at 192.168.0.x (where x is
a number between 2 and 254), and the default subnet mask is 255.255.255.0. Use Internet Explorer 5.0 or above Web
browser. Enter IP address http://192.168.0.100 (the factory-default IP address) to access the Web interface.

When the following login screen appears, please enter the default password "admin” and press Login to enter the main
screen of GSW-1602SF/2404SF. The login screen in Figure 3-1 appears.

2 GSW-24045F Login - Microsoft Internet Explorer =13
o

Eie Edt Yew Faworbes Toolk  Help

Qi - © W @& Power Srrnen @ (3- 05 @ - B

fddrmss | ) hetpefy 19z, FEAD. 100] - Iﬁu TORLAN

@ PLANET

Wertawhey & IImmm g i

Welcome to PLAMET GSW-24043F Web Management

Plaase ernter password 10 login

Passward

[ Apply

] Dune & Inberet

Figure 3-1 Login screen

1. For security reason, please change and memorize the new password after this first setup.

2. Only accept command in lowercase letter under web interface.
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4. CONFIGURATION

The GSW-1602SF/2404SF Web Smart Gigabit Ethernet Switch provide Web interface for Switch smart function
configuration and make the Switch operate more effectively - They can be configured through the Web Browser. A
network administrator can manage and monitor the GSW-1602SF /2404SF from the local LAN. This section indicates how
to configure the Switch to enable its smart function.

4.1 Main Menu

After a successful login, the main screen appears, the main screen displays the Switch status. The screen in Figure 4-1
appears.

(JPLANET

Mg s s GSW-2404SF Glgabit Ethernet Web Smart Switch

B Sysiem
® Pari Configuration

| Part Mirraring
Welcome to PLANET G5W-24045F
B Storm Contral
| V] ANs

24 Ports 10110011 000Mbps + 4 G TR/SFP Combo
| Ropid Sponning Tree
| Link Aggregation
B IGMP Snooping
B Qually of Service
mB021Y Managamant

B Filler Configuralion
B MAC Addresses 11F, Mo, 86 Min-Chuan Road, Hsin-Tien,

® Tools Taipel, Tamwan, KO0
= Stalus Ted 286-2- 2120018

Fax 836-2.2219.0528

Email; Zalesiiodanat com

Web Smart Switch

PLAMET Technology Corporation

Copyright (¢} 2006 Planst Technolegy Corp., all rights rasarvad!

Figure 4-1 Web Main screen
As listed at the left of the main screen, the configurable smart functions are shown as below:

System — Check the hardware, software version and System MAC address. Setting the IP address and SNMP
management for the switch.

Port Configuration - Setup per port Speed/Duplex mode, Flow Control and jumbo frame

Port Mirroring - dedicated port monitoring for incoming packets

VLANs — Configure VLAN Member / Port Configuration

Rapid Spanning Tree — Configure Rapid spanning tree topography for any arrangement of bridges. .
Link Aggregation — Port Trunk / LACP

IGMP Snooping - Enables or disables IGMP Snooping on the device to filter the multicast stream.
Quality of Service — Mapping the packet level to classify the packets priority.

802.1X Management — Specify ports with network access control.

MAC Address — Dynamic Address Table / Static MAC Address

Tools — Reboot / Factory Reset / Firmware Update / Configuration Upload / Ping / Cable Diagnostic

11



Status — Port Statistics Overview / Port Statistics Detail / LACP Status / RSTP Status / IGMP Snooping Status /
Multicast Group Status

12



4.2 System
4.2.1 System Info

The System Info page provides information for the current device information. System Info page helps a switch manager
to identify the versions and IP Address etc. The screen in Figure 4-2 appears.

() PLANET

W e GSW-2404SF Gigabit.Ether

System Infomation

) MAC Address 00-01-c1-00-00-01
B Port Configuration
B Port Mirroring S/W Version Yerl.0b0B0913
B Storm Control HAVMersion e
B VLANs Active IP Address 192.168.0.100
W Rapid Spanning Tree Active Subnet Mask 266.255.255.0
M Link Aggreqgation Active Gateway 192.168.0.254
B IGMP Snooping DHCP Server 0.0.0.0
B Quality of Service Lease Time Left 0secs
H 802.1X Management
M Filter Configuration

B MAC Addresses
HTools
W Status

Figure 4-2 System Information screen

The page includes the following fields:

e MAC Address Specifies the device MAC address.

¢ S/W Version The current software version running on the device.

¢ H/W Version The current hardware versions running on the device

e Active IP Address The current IP Address of the device. The IP Address could be manual assigned

or get via DHCP server.

e Active Subnet Mask The current IP Subnet Mask setting on the device.

o DHCP Server If the IP address is got and assigned via a DHCP server, the field shows the IP
Address of the DHCP server.

e Lease Time left If the IP address of the device be assigned via a DHCP Server, a DHCP lease
time would be apply to the device too. The lease time left shows the left time if the
device didn’t request the IP Address to the DHCP server, then the IP address will
be released.

4.2.2 Misc Configuration

The Misc Configuration includes the System name, Location name, Login Timeout, IP Address, Subnet Mask and
Gateway. Through the Web Switch Utility, you can easily recognize the device by using the System Name and the
Location Name. The Login Timeout is to set the idle time-out for security issue, when there is no action in running the Web
Switch Utility and the time is up, you must re-login to Web Switch Utility before you set the Utility. Fill up the IP Address,
Subnet Mask and Gateway for the device. The screen in Figure 4-3 appears.
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() PLANET

etwoeking & Commesication

ation
B Port Configuration
B Port Mirroring
B Storm Control
B VLANs
B Rapid Spanning Tree
B Link Aggregation
B IGMP Snooping
B Quality of Service
W 802.1X Management
M Filter Configuration
B MAC Addresses
H Tools
B Status

DHCP Enabled i Disable »

IP Address :TQ_ZEB_D? i |

Subnet Mask 2562552550 |

Gateway [192.183.0.254 '

Management VLAN | 1

System Name | |
Password Io-ooo |
P - |
Inactivity Timeout |300 {( 60~10000 secs 0: Mo limit)
SNIP enabled

SNMP Trap destination  ||0.0.0.0 |

SNMP Read Community ipuhlic

SNMP Wiite Comimunity || private

SNMP Trap Community lp_u-hlic |

Figure 4-3 Misc Configuration screen

The page includes the following configurable data:

DHCP Enable -

IP Address -
Subnet Mask -

Gateway -

Management VLAN -

System Name —
Password -

Inactivity Timeout —

SNMP Enable —

SNMP Trap

Choose what the switch should do following power-up: transmit a DHCP request,
or manual setting (Disable). The factory default is Disable.

The IP address of the interface. The factory default value is 192.168.0.100
The IP subnet mask for the interface. The factory default value is 255.255.255.0

The default gateway for the IP interface. The factory default value is
192.168.0.254

Specifies the management VLAN ID of the switch. It may be configured to any
value in the range of 1 - 4093. The management VLAN is used for management
of the switch.

Defines the user-defined device name
This function provides administrator to secure Web login

Specifies a time period for the user login. The web interface will be auto logout if
there’re no actions from the login user.

The default value is 300 seconds; 0 means no inactivity time limit.

Enable or Disable the SNMP function of the device. While set to enable, the

manager could remotely get the interface status and received the traps
information.

The Trap function enables the Switch to monitor the Trap through the Web Switch

14



destination — Utility, set the Trap IP Address of the manager workstation where the trap to be

sent
SNMP Read Functions as a password and used to authenticate the access right of the device.
Community — The Read Community is restricted to read-only, for all MIBs except the

community table, for which there is no access.

SNMP write Functions as a password and used to authenticate the access right of the device.
Community — The Write Community accesses the device both read and write - configure to the
device via SNMP.

SNMP Trap Identifies the community string of the trap manager
Community —

After change the default password, if you forget the password. Please press and release the
@Note: “Reset” button in the front panel of GSW-1602SF/2404SF, the current setting includes VLAN, will
be lost and the GSW-1602SF/2404SF will restore to the default mode.

15



4.3 Port Configuration

This function allows displaying each port’s status. The Link Status in the screen displays the current connection speed and
duplex mode; else this function will show down when the port is disconnected. Press the “Refresh” button to renew the
screen. The screen in Figure 4-4 appears.

S GSW-2404SF Gigabit Ethernet Web Smart Switch

o Syslem Port Configuration
| Part Conflguration

B Port Mirrering Al Pt b Frarmies Belling 1 Dizakle w
gL Dirup frarmes o cacess e gollsions | [

= VLANs

B Rapid Spanning Traa

B Link Aggregation Tl Fiow hgress Ratelind | Egress ShagHng

| Comrol
B IGMP Snoopling 1

S L W i b
B Quality of Sorvice LAl apee - o Lt ML

B EIZ X Managomenl

Aailo Speod | 1 Mo Liemdl = Mo Lirmaf (=

B Filler Conliguraiion

Aailn Spend ¥ | Mo Lirmd = Mo L =
B MAC Addresses

B Took
N Sialus

Auto Spead 1 |[Mo Lt (» NoLimit

Autuﬂpem‘i = B [|[Me Lt Mo Limit =

Aaibe Spsod = | El Mo Lirmd = Mo Lirmt (=

:.ﬁmm Speed » [1:ia Mo Limn  » Mo Limip

._Aut!}_.."z'i:ma.d il O r{_-:g_u_r!-.n v _N._r.rl.Jmll: b

Aulo Bpeed = O] Mo Lirml = Mo L (=

Aut_t_;__Sp_eed =i O No_hr:r'!n b 'r_u-:-iJ_m_.u'_ hd

Auto Speed = || [ |[Moblimit = Mo Limiz = -

Figure 4-4 Port Configuration screen

The page includes the following configurable data:

e All Ports Jur_nbo The maximum Ethernet frame size the interface supports or is configured,
Frames Setting including Ethernet header, CRC, and payload. Draw the menu bar to select the
mode.

e Disable - The default maximum frame size is 1518
¢ 4096 Kbytes — Set the maximum frame size to 4096 Bytes
¢ 9600 Kbytes - Set the maximum frame size to 9600 Bytes

e Drop frames after Enable or Disable the device to drop frames once the excessive collisions be
excessive collisions detected.

e Port Indicate port 1 to port 24.

e Mode Allow configuring the port speed and operation mode. Draw the menu bar to

select the mode.

e Auto Speed - Setup Auto negotiation.

¢ 10 half - Force sets 10Mbps/Half-Duplex mode.
e 10 Full - Force sets 10Mbps/Full-Duplex mode.
¢ 100 half - Force sets 100Mbps/Half-Duplex mode.
¢ 100 full - Force sets 100Mbps/Full-Duplex mode.
¢ 1000 full - Force sets 10000Mbps/Full-Duplex mode.
¢ Disable - Shutdown the port manually.
¢ Flow Control Allow Enable or Disable flow control for selected port.

e Enable — 802.3x flow control is enabled on Full-Duplex mode or
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Backpressure is enabled on Half-Duplex mode.

¢ Disable — No flow control or backpressure function on no matter
Full-Duplex or Half-Duplex mode

e Ingress Rate Limit The value of inbound traffic limitation in kilobit-per-second (kbps). Per port in step
of 128 kbps.

Default : No Limit
The range between 128 Kbps to 3968 kbps.
e Egress Shaping The value of outbound traffic limitation in kilobit-per-second (kbps). Per port in
step of 128 kbps.
Default : No Limit
The range between 128 Kbps to 3968 kbps.

= Note: When set each port to run at 100M Full, 100M Half, 10M Full, and 10M Half-speed modes. The
Auto-MDIX function will disable.
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4.4 Port Mirroring

This function provide to monitoring network traffic that forwards a copy of each incoming or outgoing packet from one port
of a network Switch to another port where the packet can be studied. It enables the manager to keep close track of switch
performance and alter it if necessary. The Port Mirroring screen in Figure 4-5 appears.

( JPLANET

"l dueniog  Comnaie GSW-2404SF Gigabit Ethernet Web Smart Switch

W Systam Port Mirroring
B Porl Configuration
= Por Minmaring Bentirvistin Post ||
m Storm Contral . -
m AN O 8 o O O O i O O W Hi[—|
m Repld Spanning Tree Saluce Pof 0w Oyl aanl 3ol a4 03 18 0 15| El
B | ink Aggiegalion wlio| w|lol wlol e ol =lol = ol =l 2o
| IGMP Snooping
® Quality of Service
= 802.1X Managamant [ Refresh |
W Fllier Canfiguration
- = : LUize fnis option bo s8iect e port far menitared waMe, Thiz ks the port

: :.n: iy DestinmHONEOIL ot vour nebwork anahzer would e connectsd b

wols

: : Cruplicate the data trapsmimead fram the Source podt and foswand Lo
& Sial SR T the Delination port

Figure 4-5 Mirror Setting screen
The page includes the following configurable data:
¢ Destination Port Use this option to select the port for monitored traffic. This is the port that your

network analyzer would be connected to — such as NAI Sniffer Pro or Ethereal.

e Source Port Duplicate the data transmitted from the source port and forward it to the
Destination port.

Configuring the port mirroring by assigning a source port from which to copy all packets and a destination port where those
packets will be sent.

@Note: With the Chipset specification — the GSW-1602SF/2404SF port mirroring support RX (receive)
mode only - this mode will duplicate the data that send to the source and forward to the destination
port.
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4.5 VLANS

A Virtual LAN (VLAN) is a logical network grouping that limits the broadcast domain. It allows you to isolate network traffic
so only members of the VLAN receive traffic from the same VLAN members. Basically, creating a VLAN from a switch is
logically equivalent of reconnecting a group of network devices to another Layer 2 switch. However, all the network
devices are still plug into the same switch physically.

The GSW-1602SF/2404SF switch supports 802.1Q (tagged-based) and Port-Base VLAN setting in web management
page. In the default configuration, VLAN support is “802.1Q”.

Port-based VLAN

Port-based VLAN limit traffic that flows into and out of switch ports. Thus, all devices connected to a port are members of
the VLAN(s) the port belongs to, whether there is a single computer directly connected to a switch, or an entire
department.

On port-based VLAN.NIC do not need to be able to identify 802.1Q tags in packet headers. NIC send and receive normal
Ethernet packets. If the packet's destination lies on the same segment, communications take place using normal Ethernet
protocols. Even though this is always the case, when the destination for a packet lies on another switch port, VLAN
considerations come into play to decide if the packet is dropped by the Switch or delivered.

IEEE 802.1Q VLANS

IEEE 802.1Q (tagged) VLAN are implemented on the Switch. 802.1Q VLAN require tagging, which enables them to span
the entire network (assuming all switches on the network are IEEE 802.1Q-compliant).

VLAN allow a network to be segmented in order to reduce the size of broadcast domains. All packets entering a VLAN wiill
only be forwarded to the stations (over IEEE 802.1Q enabled switches) that are members of that VLAN, and this includes
broadcast, multicast and unicast packets from unknown sources.

VLAN can also provide a level of security to your network. IEEE 802.1Q VLAN will only deliver packets between stations
that are members of the VLAN. Any port can be configured as either tagging or untagging. The untagging feature of IEEE
802.1Q VLAN allows VLAN to work with legacy switches that don't recognize VLAN tags in packet headers. The tagging
feature allows VLAN to span multiple 802.1Q-compliant switches through a single physical connection and allows
Spanning Tree to be enabled on all ports and work normally.

Any port can be configured as either tagging or untagging. The untagging feature of IEEE 802.1Q VLAN allow VLAN to
work with legacy switches that don’t recognize VLAN tags in packet headers. The tagging feature allows VLAN to span
multiple 802.1Q-compliant switches through a single physical connection and allows Spanning Tree to be enabled on all
ports and work normally.

4.5.1 VLAN Membership

This function group individual ports into a small “Virtual” network of their own to be independent of the other ports. The
screen in Figure 4-6 appears.

19



() PLANET

ot b GSW-24045F Gigabit Ethermet Web Smart Switch

B Syslem Port Segmentation (VLAN| Configuration
| Poit Configuration

o Port Mimoring Add a VLAN

B Sterm Central
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W Filler Conliguralion
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Figure 4-6 VLAN Membership screen

The page includes the following items:

e VLAN ID - Specify the VLAN Identifier for the new VLAN. (You can only enter data in this
field when you are creating a new VLAN.)

The range of the VLAN ID is (1 to 4094).

e Add To add a new VLAN Group with the specify VLAN ID. Once the Add button be
pressed. The page will be redirect to have the VLAN member assign page.

e Modify To modify an existence VLAN Group- adds new member ports or remove ports
from the selected VLAN Group.

e Delete Delete the selected VLAN Group.

4.5.1.1 Add a VLAN Group
The PLANET Web-Smart switch supports up to 64 active VLAN groups and the range for the VLAN ID is 1-4094.

1. Toadd a VLAN group, filed in the VLAN ID (from 1-4094) and please press “Add” button, the new VLAN Setup
screen will pop out.
2. Checked the Member box to select the members for the VLAN group.

3. After setup completed, please press “Apply” to take affect.

As show in Figure 4-7 and Figure 4-8

Add a VLAN

VLN |[2 |

(1D 1~4094)

Figure 4-7 Add a VLAN screen
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() PLANET

Wetwarking & Commeritation GSW-24MSF Grgabi'l' Eﬂlemw _ .. e

B System VLAN Setup
W Port Configuration

M Port Mirroring YLAN ID: 2
M Storm Control Part Member [ Port Member
Fort1 Fl Part13 | []
Fort 2 il Fort14
Fort 3 i) Port1s | []
M Link Aggregation
B IGMP Snooping Patd | [] Port16 | []
M Quality of Service Ports | [] Port1? | []
mB02AX M t
e el Fort & i) Port18 | []
M Filter Configuration
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H Tools Fort g [l Port20 | []
M Sorus Fort 9 | Port21 | ]
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Fort11 | [] Port23 | []
Port1z | [ Portz4 | []

Figure 4-8 VLAN Member Setup screen

4.5.1.2 Modify the VLAN Group Member

Once you want to modify the existence VLAN Group member or delete a existence VLAN Group. Refer to the following

steps.

1. To modify the members of an existence VLAN Group, check the VLAN Group ID and press “Modify” button. the

ID VLAN Setup screen will pop out.

2. To add/remove a port from specific VLAN group, just check/cancel the Member check Box and press “Apply” to

take affect.

3. To delete an existence VLAN Group, check the VLAN Group ID and press “Delete” button.

As show in Figure 4-9 appears.
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e GSW-2404SF Glgablt Ethernel Web Smart Switch
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Figure 4-9 VLAN Group — member modify and delete VLAN Group screen

TS Note: Once the VLAN Group be deleted, the Ports with the PVID set to this VLAN Group have to
re-configure the PVID. Or the PVID will be set to “None”

4.5.2 Per Port Configuration

The VLAN Per Port Configuration page contains fields for managing ports that are part of a VLAN. The port default VLAN
ID (PVID) is configured on the VLAN Port Configuration page. All untagged packets arriving to the device are tagged by
the ports PVID. The screen in Figure 4-10 appears.

(D PLANET

Wawenns s ot GSW-2404SF Gigabit Ethernet Web Smart Switch

B System VLAN Per Port Configuration

B Port Configuration
[ Ca
M Storm Control
B VLANs
hoilette Port | Link Type '“!”Eﬁ;f::g"“g Acceptable Frame Type | Pvid

. R_"P“’ SP"“""TQ Tree 1 [U_YTTQ_VI O @l O Tagged Only |_1___V|
S  [oms] 0| omommeon| v
B Quality of Service 5 I@ (| @ al O Tagged Only _1 e
Do [otd 0| omOwmemon [
B MAC Addresses 5 = @ all O Tagged Only |1 M
';“" 6 |[unTag | | @al OTagged only |[1 ¥
R o 7 @ 1 @ ail O Tagged onty | |1 v

o 8 || UnTag v| ] @A O Tagged only || 1 A

Figure 4-10 VLAN Port Configuration

The page includes the following fields:
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e VLAN Type -

e Port -

e Link Type -

¢ Ingress Filtering
Enable-

e Acceptable Frame
Types -

e PVID -

There’re two VLAN mode support — 802.1Q VLAN and Port-Bas VLAN

e 802.1Q — Packets income will be tagged with VID as the PVID setting. All ports
on the switch belong to default VLAN (VID 1).

e Port-Base - Packets can only be broadcast among other members of the
same VLAN group. Note all unselected ports are treated as belonging to the
default system VLAN.

If port-based VLAN are enabled, then VLAN-tagging feature is ignored.
Select the physical interface for which you want to display or configure data.
Allow 802.1Q Untagged or Tagged VLAN for selected port.

When adding a VLAN to selected port, it tells the switch whether to keep or
remove the tag from a frame on egress.

e Untag: outgoing frames without VLAN-Tagged.
e Tagged: outgoing frames with VLAN-Tagged.

Enabled - the frame is discarded if this port is not a member of the VLAN with
which this frame is associated. In a tagged frame, the VLAN is identified by the
VLAN ID in the tag. In an untagged frame, the VLAN is the Port VLAN ID specified
for the port that received this frame.

Disabled - all frames are forwarded in accordance with the 802.1Q VLAN bridge
specification. The factory default is disabled.

Specifies the types of frames that may be received on this port. The options are
'All' and 'Tagged only'.

¢ All- untagged frames or priority tagged frames received on this port are
accepted and assigned the value of the Port VLAN ID for this port.

e Tagged only - untagged frames or priority tagged frames received on this port
are discarded.

With either option, VLAN tagged frames are forwarded in accordance to the
802.1Q VLAN specification.

Allow assign PVID for selected port. The range for the PVID is 1-4094
The PVID will be inserted into all untagged frames entering the ingress port. The

PVID must as same as the VLAN ID that the port belong to VLAN group, or the
untagged traffic will be dropped.
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4.5.3 VLAN setting example:

4.5.3.1 Two separate 802.1Q VLAN

The diagram shows how the switch handle Tagged and Untagged traffic flow for two VLANs. VLAN Group 2 and VLAN
Group 3 are separated VLAN. Each VLAN isolate network traffic so only members of the VLAN receive traffic from the

same VLAN members. The screen in Figure 4-11 appears and Table 4-1 describes the port configuration of switch.

o . . Sy
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l[UnT.uhL,ﬂj:n (Untaggred} 'r.l:.:-.LI- ] I {Untupped) (Untugmed) | Tagged) |
i ! :
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Figure 4-11 two separate VLAN diagram
VLAN Group VID Untagged Members Tagged Members
VLAN Group 1 1 Port-7~Port-24 N/A
VLAN Group 2 2 Port-1,Port-2 Port-3
VLAN Group 3 3 Port-4,Port-5 Port-6

Table 4-1 VLAN and Port Configuration

The scenario described as follow:

[ Untagged packet entering VALN 2
1. While [PC-1] transmit an untagged packet enters Port-1, the switch will tag it with a VLAN Tag=2. [PC-2] and

[PC-3] will received the packet through Port-2 and Port-3.

2. [PC-4],[PC-5] and [PC-6] received no packet.
3. While the packet leaves Port-2, it will be stripped away it tag becoming an untagged packet.

4. While the packet leaves Port-3, it will keep as a tagged packet with VLAN Tag=2.

[ ] Tagged packet entering VLAN 2

5. While [PC-3] transmit a tagged packet with VLAN Tag=2 enters Port-3, [PC-1] and [PC-2] will received the

packet through Port-1 and Port-2.
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6. While the packet leaves Port-1 and Port-2, it will be stripped away it tag becoming an untagged packet.

[ ] Untagged packet entering VLAN 3
1. While [PC-4] transmit an untagged packet enters Port-4, the switch will tag it with a VLAN Tag=3. [PC-5] and
[PC-6] will received the packet through Port-5 and Port-6.

2. While the packet leaves Port-5, it will be stripped away it tag becoming an untagged packet.

3. While the packet leaves Port-6, it will keep as a tagged packet with VLAN Tag=3.

T2 Note: Atthis example, VLAN Group 1 just set as default VLAN, but only focus on VLAN 2 and VLAN 3
traffic flow

Setup steps
1. Create VLAN Group
Set VALN Group 1 = default-VLAN with VID (VLAN ID)=1
Add two VLANs — VLAN 2 and VLAN 3
VLAN Group 2 with VID=2
VLAN Group 3 with VID=3

Port Segmentation (VLAN) Configuration
Add a VLAN

VLAM I [ﬂ”

A 14054

VLAN Configuration List

(Maximum B4 VLAN Geoup)

[ Modify | | Delnte | [ Rifmsh |

Figure 4-12 Add new VLAN Group screen
2. Assign VLAN Member :
VLAN 2 : Port-1,Port-2 and Port-3
VLAN 3 : Port-4, Port-5 and Port-6

VLAN 1 : All other ports — Port-7~Port-24

25



VLAN Setup

VLAN D 2

Part Mermber | Port Mernber
Port 1 Port13 | []
Port 2 Port14 | [
Port 3 Port1s | [
Fortd | [ Port16 | []
Ports | [ Port17 | []
Ports | [ Port1g | [
PoT | [ Port18 | []
Ports | [ Portz0 | []
Portd | [ Portz1 | [
Port10 | [ Portzz | []
Port11 | [ Portz3 | [
Port12 | [ Portzd | [

Figure 4-13 Assign VLAN members for VLAN 2 and VLAN 3

VLAN Setup
WLAN ID: 3
Port Member | Port Member
Port 1 F Port13 | ]
Port2 | [] Port 14
Port2 | [] Port15 | ]
Port 4 Port16 | []
Forta Port17 [ [J
Port Fort1g | []
Pot7 | [ Port19 [ [J
Portg | [] Fort20 | []
Portd | [] Port21 [ [
Port10 | [] Port22 [ []
Port11 | [ Port23 [ [
Port12 | [] Port24 [ []

Remember to remove the Port 1 — Port 6 from VLAN 1 membership, since the Port 1 — Port 6 had be assigned to

VLAN 2 and VLAN 3.

Figure 4-14 Remove specify ports from VLAN 1 member

VLAN Setup

WLAN D1

Port Member [ Port WMember
Fort1 | [] Fort13
Portz | [] Fort 14
Part3 | [] Fart15
Port 4 [F Port16
Forts | [] Fart17
Fort6 | [] Fort18
Port 7 Port14
Fort & Fort 20
Port § Port 21
Fart10 Part 22
Port11 Port 23
Fort12 Fort 24

T2 Note: It'simport to remove the VLAN members from VLAN 1 configuration. Or the ports would become
overlap setting. ( About the overlapped VLAN configuration, see next VLAN configure sample)
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3. Assign PVID for each port:
Port-1,Port-2 and Port-3 : PVID=2
Port-4,Port-5 and Port-6 : PVID=3
Port-7~Port-24 : PVID=1
4. Enable VLAN Tag for specific ports
Link Type : Port-3 (VLAN-2) and Port-6 (VLAN-3)

The Per Port VLAN configuration in Figure 4-15 appears.
VLAN Per Port Configuration

VLAN Type 50210 WVLAN hd

Ingress Filtering

Port | Link Type Enabled

Acceptable Frame Type

UnTag » F] ® al O Tagged Only

-

2 ||UnTag + ® Al O Tagged Only

()
3
m
=)
<

® all C’Tagged Only

4 || UnTag + @ al O Tagged Only

UnTag v @ al O Tagged Only

[=r]
3
o
=)
<

® Al O Tagged Only

7 || UnTag + @ &l O Tagged Only

Oogoioio|o|o
7
< < < < < < < <

UnTag + ® Al O Tagged Only

Iz

Figure 4-15 Port 1-Port 6 VLAN Configuration

4.5.3.2 Two VLANs with overlap area

Follow the example of 4.5.3.1. There’re two exist separate VLANs — VLAN 2 and VLAN 3, and the PCs of each VLANs are
not able to access each other of different VLANs. But they all need to access with the same server. The screen in Figure
4-16 appear. This section will show you how to configure the port for the server — that could be accessed by both VLAN 2
and VLAN 3.
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|
‘\ YLAN3 » /

e it i s e s = e el - i~ - e ki -~ -
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Figure 4-16 A Server connect to the VLAN overlap area
1. Specify Port-7 on the device to connect to the server.

2. Assign Port-7 to both VLAN 2 and VLAN 3 at the VLAN Member configuration page. The screen in Figure 4-17
appears.

VLAN Setup VLAN Setup
YLAN 1D 2 WLAN ID: 3
Port tember [ Port Member Port Mermber | Port tember
Part 1 Port12 | ] Port1 | [ Port13 | ]
Port 2 Port14 | [] Portz | [ Port14 | []
Part 3 Part1s | [] Parta | [] Port1s | []
Fotd | [] Port16 | [] Part 4 Port16 | []
Fots | [] Part17 | [] Pant s Port17 | []
Fots | [ Port1g | [] Port & Port1g | ]
I Port7? Port1a | [] Part 7 Port18 | []
Partg | [ Port20 | ] Portg | [ Port20 | []
Fotd | [] Portz1l | [] Pottd | [] Portz1 | []
Port10 | [] Part2z | [] Part10 | [] Port22 | []
Fort11 | ] Port23 | [] Port11 | [] Portz3d | []
Fort12 | [] Partz4 | [] Part12 | [] Partz4 | []

Figure 4-17 VLAN overlap port setting

3. Define a VLAN 1 as a “Public Area” that overlapping with both VLAN 2 members and VLAN 3 members.

VLAN Setup

YLAN 1D 1

Part Memmbear | Port hemhber
Port1 lea
Part 2 P|n14
Port 3 PIrHS
Port 4 PIrHE
Port 5 PIrHT
Port PIrHS
Port7 Pl 14
Port8 Fart 20
Porta Part 21
Part10 Port 22
Part 11 Port 23
Port12 Port 24

Figure 4-18 VLAN 1 — The public area member assign




Setup Port-7 with “PVID=1" at VLAN Per Port Configuration page. The screen in Figure 4-19 appears.

VLAN Per Port Configuration

VLAN Type 802,10 WVLAN v

Port | Link Type mgr"élslilfliggn"g Acceptable Frame Type Pwid

1 O @l O Tagged only
2 O @Al O Tagged Only
3 ||Tag ¥ ¥ @ &l O Tagged Only
4 @ ® all O Tagged Only
5 @ ® all O Tagged Only
6 ||Tay ~ O @ &l O Tagged Only || 3 v

UnTag ~ O & al O Tagged Only || 1 v

UnTag @ an O Tagged Only

I

Figure 4-19 Setup Port-7 with PVID-1

4.5.3.3 VLAN Trunking between two 802.1Q aware switch

The most cases are used for “Uplink” to other switches. VLANs are separated at different switches, but they need to
access with other switches within the same VLAN group. The screen in Figure-20 appears.

o ——— - ——

e

’ \ +
pea P / PC-5 PC-6

{Untagged)  (Tugzed)

(Untagped) (Tigge

PC- 4
(Untagged)

VLAN 3 2

PC-1
{Untagged)

VLAN 2

I
I
|
|
I
|
!

- -

Figure 4-20 802.1Q Trunking with other VLAN aware device

That is, although the VLAN 2 members: Port-1 to Port-3 and VLAN 3 members: Port-4 to Port-6 also belong to VLAN 1.
But with different PVID settings, packets form VLAN 2 or VLAN 3 is not able to access to the other VLAN.
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About the VLAN ports connect to the hosts, please refer to 4.5.3.1 and 4.5.3.2 examples. The following steps will focus on
the VLAN Trunk port configuration.

1. Specify Port-8 to be the 802.1Q VLAN Trunk port, and the Trunking port must be a Tagged port while egress. The
Port-8 configuration as the following screen in Figure 4-21.

[

8 ||Tag v ] O Al @ Tagged Only

Figure 4-21 The configuration of VLAN Trunk port

2. Assign the VLAN Trunk Port to be the member of each VLAN — which wants to be aggregated. At this sample, add
Port-8 to be VLAN 2 and VLAN 3 member port.

VLAN Setup VLAN Setup
YLAN |D: 2 WLAN ID: 3
Port Mernber | Port Mermber Port Mernber | Port Mermber
Part 1 Port13 | [] Partt | [] Port13 | []
Port 2 Port14 | [] Patz | [] Port14 | ]
Por 3 Port15 | [ Pot3 | [ Port15 | [
Partd | [] Port16 | [] Part 4 Port16 | []
Parts | [] Port17 | [] Part 5 Port17 | []
Ports | [] Port18 | [] Part B Port18 | []
Part7 | [] Port19 | [] Port7 | [] Port18 | ]
L Part 8 Port20 | [] Part 8 Part20 | []
Torng BoneT [ Porng T Port21 | []
Part10 | [] Port22 | [] Part10 | [] Port22 | []
Part11 | [] Port23 | [] Port11 | [] Port23 | [
Part12 | [] Port24 | [] Part12 | [] Port24 | []

Figure 4-22 Add VLAN Trunk port to each VLAN
3. Repeat Step 1 and 2, setup the VLAN Trunk port at the partner switch.

4. To add more VLANS to join the VLAN trunk, repeat Step 2 to assign the Trunk port to the VLANS.
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4.6 Rapid Spanning

Spanning Tree Protocol (STP) provides tree topography for any arrangement of bridges. STP also provides one path
between end stations on a network, eliminating loops.

Rapid Spanning Tree Protocol (RSTP) - While Classic Spanning Tree guarantees preventing L2 forwarding loops in a
general network topology, convergence can take up to 30-60 seconds. The convergence time is considered too long for
many applications. When network topology allows, faster convergence may be possible. The Rapid Spanning Tree
Protocol (RSTP) detects and uses of network topologies that provide faster convergence of the spanning tree, without
creating forwarding loops.

The devices support the following Spanning Tree protocols:

- Compatiable -- Spanning Tree Protocol (STP):Provides a single path between end stations, avoiding and
eliminating loops.

+ Normal -- Rapid Spanning Tree Protocol (RSTP) : Detects and uses of network topologies that provide
faster spanning tree convergence, without creating forwarding loops.

T2 Note: The GSW-1602SF/GSW-2404SF implement the Rapid Spanning Protocol as the default spanning
tree protocol. While select “Compatibles” mode, the system use the RSTP(802.1w) to compatible
and co work with another STP(802.1d)’'s BPDU control packets.

This page is to enable/disable the Spanning Tree protocol. The switch support IEEE 802.1d Spanning Tree (STP), IEEE
802.1w Rapid Spanning Tree (RSTP). The screen in Figure 4-23 appears.

RSTP System Configuration

W Port Configuration

W Forl Mimaring System PimiRy || 7R w
B 51osm Conbiel

- VLANS T

W iLapid Spanning Ties Max Age 20

E Link Aggrogalion
W IGMT Snooplng
= Quality ol Sarvice Feace varshom || Feormal -
W BI2ANX Mansgeament

® [ e Canfiguratian

B MAC Addremses

W Toals RSTP Port Configuration

Farwiond Delsy | 15

Poil | Profocol Enabled | Ddgs | Palh Cosl
Al i £
|
|
1

&

apo

2 o

a0

& | E

3 mir

-

agty

(3 1 =i

Figure 4-23 Rappid Spanning Tree System/Port Configuration

4.6.1 RSTP System Configuration

The “RSTP System Configuration” table allows configuring the spanning tree parameters.
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RSTF System Configuration

System Priority || 32768 + |

Hello Time |2

Max Age 120

Forward Delay |15

Force version || Mormal »

Figure 4-24 RSTP System Configuration

The page includes the following fields:

e System Priority -

e Hello Time

e Max Age

e Forward Delay

e Force version

Specifies the bridge priority value. When switches or bridges are running STP,

each is assigned a priority. After exchanging BPDUs, the switch with the lowest
priority value becomes the Root Bridge. The bridge priority value is provided in

increments of 4096 (4K increments). For example, 0, 4096, 8192, etc.

The default value is 32768.

Specifies the device Hello Time. The Hello Time indicates the amount of time in
seconds a root bridge waits between configuration messages.

Value Range : 1-10

The default is 2 seconds.

Specifies the device Maximum Age Time. The Maximum Age Time indicates the
amount of time in seconds a bridge waits before sending configuration messages.
Value Range : 6-40

The default max age is 20 seconds.

Specifies the device forward delay time. The Forward Delay Time indicates the

amount of time in seconds a bridge remains in a listening and learning state
before forwarding packets.

Value Range : 4-30

The default is 15 seconds.

Specifies the Force Protocol Version parameter for the switch. The options are
Normal and Compatible

Normal — Rapid STP(802.1w) :Detects and uses of network topologies that
provide faster spanning tree convergence, without creating forwarding loops.

Compatible — Classis STP(802.1d) : Provides a single path between end
stations, avoiding and eliminating loops.

T Note:

e Max Age -. The value lies between 6 and 40, with the value being less than or equal to "(2 *

Bridge Forward Delay ) - 1" and greater than or equal to "2 * ( Bridge Hello Time +1)". The
default value is 20.

o Hello Time - The value being less than or equal to "(Bridge Max Age / 2) - 1". The default hello
time value is 2.

e Forward Delay- Bridge Forward Delay must be greater or equal to "(Bridge Max Age / 2) + 1".
The time range is from 4 seconds to 30 seconds. The default value is 15.
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4.6.2 RSTP Port Configuration

The RSTP Port Configuration page contains fields for assigning RSTP properties to individual ports. The screen in Figure
4-25 appears.

RSTP Port Configuration

Port Protocol Enabled | Edge Path Cost
Aggregations il
! O |auto
? O Jauto.
3 O jautu
4 | [auto
5 | :autu
6 ] |auta
7 ] |auta
8 [F ;aufﬁ
° [l |auta
10 O iaL_ItD”

Figure 4-25 RSTP Port Configuration

The page includes the following fields:

e Port Indicate port 1 to port 24.

e Aggregations Link Aggregation group setting, created by Port Trunk or LACP
¢ Protocol Enabled Enables or disables RSTP protocol on the selected port.

e Edge Indicates whether the port is enabled as an edge port.

Edge port cannot create loops, but it loses edge port status if a topology change
creates a potential for a loop. An edge port normally should not receive BPDU
packets. If a BPDU packet is received it automatically loses edge port status

e Path Cost The port contribution to the root path cost. The path cost is adjusted to a higher or
lower value, and is used to forward traffic when a path being rerouted.

Value Rage : 1-20000000

Default Path Cost -- The default path cost of the port is automatically set by the
port speed and the default path cost method. The default values for path costs
are:

- Ethernet - 2000000
- Fast Ethernet - 200000
- Gigabit Ethernet - 20000

4.6.3 RSTP Status

The RSTP Status page display the current STP bridge , roor bridge and per port stp status.
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To open RSTP Status screen perform the folling:

1. Click Status -> RSTP Status

2. The “RSTP VLAN Bridge Overview” and “RSTP Port Status” screen is displayed as in Figure 4-26.
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W [ iiter Confiquration
B MAL Addiesses

W Taals
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Figure 4-26 RSTP Status screen

RSTP VLAN Bridge Overview

The information of the RSTP Root shows in the Bridge overview table. The screen in Figure 4-27 appears.

RSTP VLAN Bridge Overview

VLAN ld

Bridge Id Hello Time | Max Age | Fwd Delay | Topology Root Id

1 32769:00-01-c1-00-00-02 2 20 14

Steady This switch is Rootl

Figure 4-27 RSTP Status screen

The page includes the following fields:

e VLAN Id

e Bridge IDd

e Hello Time

e Max Age

e Forward Delay

e Topology

e Root Id

Identifies VLANs associated with the Rapid Spanning Tree.
Identifies the Bridge priority and MAC address.

Minimum time between transmissions of Configuration BPDUs.
Path Cost to the Designated Root for the spanning tree.

Derived value of the Root Port Bridge Forward Delay parameter.

Specifies the Tolology change status of the current operation. If no topology
change happened, the table show “Steady”.

Identifies the Root Bridge priority and MAC address.

34



| RSTP Port Status

The information of the RSTP Per Port and Trunk group shows in the RSTP Port Status table. The screen in Figure 4-28

appears.

RSTP Port Status

Port/Group | Vian ld | Path Cost | Edge Port | P2p Port | Protocol | Port State
Port 1 Disabled
Pont 2 Disabled
Port 3 Disabled
Port 4 1 200000 WES WES RETF Fornarding
Port 5 Disabled
Pot 6 Disabled
Pont 7 Disabled
Port 8 Disabled
Port 9 Disabled

Figure 4-28 RSTP Status screen

The page includes the following fields:

e Port/Group

e VLAN Id

e Path Cost

e Edge Port

e P2p Port
e Protocol

e Port State

Port or Link Aggregation group on which Rapid STP is enabled

Port or Link Aggregation interfaces associated with VLANs associated with the
Rapid Spanning Tree.

Cost of the port participating in the RSTP topology. Ports with a lower cost are
less likely to be blocked if STP detects loops.

Indicates whether the port is enabled as an edge port. It takes the value "Yes" or
"No".

The Point-to-Point operating state. This is the actual device port link type.
Indicates the current spanning protocol on the ports.

The current port STP state. If enabled, the port state determines what forwarding
action is taken on traffic. Possible port states are:

e Disabled -- The port link is currently down.

¢ Blocking -- The port is currently blocked and cannot be used to forward traffic
or learn MAC addresses. Blocking is displayed when Classic STP
is enabled.

e Listening -- The port is currently in the listening mode. The port cannot forward
traffic nor can it learn MAC addresses.

e Learning -- The port is currently in the learning mode. The port cannot forward
traffic however it can learn new MAC addresses.

e Forwarding -- The port is currently in the forwarding mode. The port can
forward traffic and learn new MAC addresses.
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&Note: A port transitions from one state to another as follows:

e From initialization (switch boot) to blocking
e From blocking to listening or to disabled

e From listening to learning or to disabled

e From learning to forwarding or to disabled
e From forwarding to disabled

e From disabled to blocking
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4.7 Link Aggregation

Port Aggregation optimizes port usage by linking a group of ports together to form a single Link Aggregated Groups
(LAGs). Port Aggregation multiplies the bandwidth between the devices, increases port flexibility, and provides link
redundancy.

Each LAG is composed of ports of the same speed, set to full-duplex operations. Ports in a LAG, can be of different media
types (UTP/Fiber, or different fiber types), provided they operate at the same speed.

Aggregated Links can be assigned manually (Port Trunk) or automatically by enabling Link Aggregation Control Protocol
(LACP) on the relevant links.

Aggregated Links are treated by the system as a single logical port. Specifically, the Aggregated Link has similar port
attributes to a non-aggregated port, including auto-negotiation, speed, Duplex setting, etc.

The device supports the following Aggregation links :
u Static LAGs (Port Trunk) — Force aggregared selected ports to be a trounk group.

u Link Aggregation Control Protocol (LACP) LAGs - LACP LAG negotiate Aggregated Port links with other
LACP ports located on a different device. If the other device ports are also LACP ports, the devices establish a
LAG between them.

4.7.1 Port Trunk

This function provides to cascade two Switch devices with a double bandwidth (maximum up to 1.6/2.4Gbps in full duplex
mode).

[ | Eight Trunk Group per system
u For GSW-1602SF, up to 8 ports per Trunk Group

u For GSW-2404SF, up to 12 ports per Trunk Group

The Port Trunking configuration screen in Figure 4-29 appears.

(JPLANET

S S— GEW-24045F Glgabit Emrmllﬁm Switch

B Syuiam Aggregation/Trunking Conflguration
W Port Confignirafion
® Port Bimoring [+Telalalsle]re]o [d0]un]we]as]ulmfele IBi 0l 2e 21| 223 24
B Stosm Canbisl wml| @ | @|a|e|e|le|le|ale|e|e|ele|elelelo|s|ele|e|elele
H VLANs pree = ) = % | = 75 o [ [
B ilapid Spanning Tren 1 |'I o Qo000 J o k "-:'E LU L
® Link Aggrogalion Gl
| |
LACT + +
W IGMT Snoaping r";‘ ! ! | |
® Ouality af Sendes ot | I | I
= 802X Mansgement i | | |
B Fibier Configurafion G | | |
B WAL Addr o 5 |
m Tools Gomm | | |
B Sintus L T
T ! i
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8 . | | |

| Apply | | Redesh

Figure 4-29 Aggregation/Trunking Configuration screen

The page includes the following fields:
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e Port

e Normal

e Group

Indicate port 1 to port 24.

While a port be checked as “Normal”, the port is not join to any Static Trunk
Group.

Specify the Joined Trunk Group. There’re maximum eight trunk groups per

system. With different switch model, the maximum number of ports are as follow:

GSW-1602SF — Up to 8 ports per Trunk Group
GSW-2404SF — Up to 12 ports per Trunk Group

A port can be assigned to only one Trunk Group.

4.7.2 LACP

Link Aggregation Control Protocol (LACP) - LACP LAG negotiate Aggregated Port links with other LACP ports located on
a different device. If the other device ports are also LACP ports, the devices establish a LAG between them.

The LACP Port Configuration page contains fields for assigning LACP properties to individual ports. The screen in Figure

4-30 appears.

() PLANET

Networking & Commesication

o System

M Port Configuration

HE Port Mirroring

B Storm Control

H VLANs

W Rapid Spanning Tree

M Link Agqregation
Port Trunk
LACP
B IGMP Snooping
M Quality of Service
M 802.1X Management
M Filter Configuration
B MAC Addresses
H Tools
H Status

GSW-2404SF Gigabil Eihernet We

LACP Port Configuration

Port | Protocol Enabled | Key Value
1 O Lauts |
: N ETEE
3 O |lawo |
4 O Lauto |
g O Jaus |
6 O flauto |
7 O lauto |
8 [ atte
9 O Jauto |
10 O |lauwe |

Figure 4-30 LACP Port Configuration

The page includes the following fields:

e Port

e Protocol Enable

e Key Value

Indicate port 1 to port 24.

To Enable or disable the LCAP protocol on a selected port. Once the LACP
protocol be enabled, the system will start transmit the LACP control packets and
exchange with another LACP aware switch. If the linked switch didn’t support
LACP, then the aggregated link will not be established.

The Key Value will be filed in the LACP control packets. Ports with same key
value will be set to the same LACP Group. If two ports are set with different key
value, they will become two different LCAP groups. The key value will also be the
identify ID to the linked LACP switch.
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The default setting is “Auto”

When using a port link aggregation, note that:

25 Note:

¢ The ports that can be assigned to the same link aggregation have certain other restrictions (see
below).

¢ Ports can only be assigned to one link aggregation.
e The ports at both ends of a connection must be configured as link aggregation ports.

¢ None of the ports in a link aggregation can be configured as a mirror source port or a mirror
target port.

¢ All of the ports in a link aggregation have to be treated as a whole when moved from/to, added
or deleted from a VLAN.

e The Spanning Tree Protocol will treat all the ports in a link aggregation as a whole.

¢ Disconnect all link aggregation port cables or disable the link aggregation ports before removing
a port link aggregation to avoid creating a data loop.

4.7.3 LACP Status

The LACP Status page display the current LACP aggregation Groups and LACP Port status.
To open LACP Status screen perform the folling:
1.  Click Status -> LACP Status

2. The “LACP Aggregation Overview” and “LACP Port Status” screen is displayed as in Figure 4-31.
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Figure 4-31 LACP Status

u LACP Aggregation Overview Table

39



The LACP Aggregation Overview Table lists the active LACP ports and mapped Group. It also indicate the Partner Port
number of the other LACP aware switches. The screen in Figure 4-32 appears.

LACP Aggregation Overview

GroupPort (1|2 |3 (4(5(6 |7 (8 |9 (10|11 |12 (13 |14 |15 (16 |17 |18 (19|20 |21 (22 |23 |24

Normal

Group 7

Figure 4-32 LACP Aggregation Overview

The page includes the following fields:

e Group / Port Indicate port 1 to port 24.

e Normal While a port be checked as “Normal”, the port is not join to any LACP Trunk
Group.

e Group # The Linked LACP aggregation group. The Group ID is the fist port ID of the LACP

group member.

ex. Port 7 and Port 8 as a LACP group-> Group 7;
Port 23 and Port 24 as a LACP group-> Group 23

The Color and ID legend

Down Port link down

Port Blocked by RSTP. Number is Partner port number if other switch has LACP

Blocked enabled

Learning Port Learning by RSTP

Forwarding | Port link up and forwarding frames

Port link up and forwarding by RSTP. Number is Partner port number if other

Forwarding switch has LACP enabled

[ | LACP Port Status Table

The LACP Port Status Table lists the active LACP ports and the Partner Port number with the operational Port Key value.
The screen in Figure 4-33 appears.
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() PLANET

Hetworking & Commesication

B System

W Port Configuration
M Port Mirroring

W Storm Control

B VLANs

B Rapid Spanning Tree
M Link Aggregation

B IGMP Snooping

B Quality of Service

H 802.1X Management
M Filter Configuration
B MAC Addresses

H Tools
W Status

GSW-2404SF GigabitEthernet

LACP Port Status

Port | Protocol Active | Partner Port Number | Operational Port Key
i no

2 no

3 no

4 no

5 no

B no

T YES 15 3
8 VES 16 3
] no

10 |no

11 no

12 |no

13 |ho

14 |no

15 |no

16 |no

17 |no

18 |no

Figure-4-33 LACP Port Status

The page includes the following fields:

e Port

e Protocol Active

e Partner Port
Number

e Operational Port
Key

Indicate port 1 to port 24.

Indicate the LCAP protocol is enable or not on the port.

Yes- LACP is enabled and active on the port
No- LACP is not enabled, or LACP is enabled but not active on the port.

It's usually depends on the partner switch is LACP enabled or not.

The port number/ID of the linked partner switch- if other switch has LACP
enabled.

Ex. Row of Port 7with Partner Port Number value=15

The Port 7 of the switch is connecting to the Port 15 of the partner switch directly —

both of the two switches are with LACP enabled.

The current operational key value of the partner port. Within the same LACP
group, the port key value should be the same with the other LACP active ports.
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4.8 IGMP Snooping

The Internet Group Management Protocol (IGMP) lets host and routers share information about multicast groups
memberships. IGMP snooping is a switch feature that monitors the exchange of IGMP messages and copies them to the
CPU for feature processing. The overall purpose of IGMP Snooping is to limit the forwarding of multicast frames to only
ports that are a member of the multicast group.

4.8.1 IGMP Snooping Configuration

The IGMP Configuration page let the administrator to configure the parameters for IGMP Snooping, which is used to build
forwarding lists for multicast traffic. The screen in Figure 4-34 appears.

e L GSW-24045F Gigabit Ethernet Web  Switch

- o,

H Sysiem IGMP Conflguration
B Pari Configuration
B Part Mirmering Il Ennaltilad (m|
B Starm Coddral -
S Rt Din =1 Ell=] -'DE'iE.!'!G sl 7|l &lo
& Hapid Spanning Tree ugl_ =] L l_!i'lu'l_:'uirl W 1[5 0] 18| O
B Link Aggregalion 1.|.|: - Ejim DEIUED-N!: HEI: siolsalo
B IGMP Snooping - — - -
® Cuality of Service Ui eqisden e PR

Flooilng snabded =

B 0021 Managemani

| Filter Configuration
B MAC Addresses VLAMID | WGP Snoopire Enatreil 1GHIP Crieryiig Enalrbed

H Tools 1 = &l
B Sialuw

Figure 4-34 IGMP Snooping Configuration and Status

The page includes the following fields:

¢ IGMP Enable Enables or disables IGMP global function on the device.
Disabled is the default value.

e Router Ports The Router Ports check box fields for attaching ports to a device that is attached
to a neighboring Multicast router/switch. Once IGMP Snooping is enabled,
Multicast packets are forwarded to the appropriate port .

e Unregistered IPMC  The function is to set “Enable” or “Disable” to allow the unregistered IP Multicast
Flooding Enable Group streams to flood to all ports of this switch. The unregistered IP Multicast
means that the received Multicast Group address not listed in the Multicast Group
Table of the switch.
Enabled is the default value. The switch forwards all the multicast steams to all
the host or linked switch.

e VLAN ID Identifies a VLAN and contains information about the Multicast group
configuration. Add a new VLAN group and the Table will add the VLAN entry
automatically.

¢ IGMP Snooping Enables or disables IGMP snooping on the VLAN. Ports be assign to the VLAN
Enabled will be applied to filter the Multicast stream.
Enabled is the default value.

¢ IGMP Querying Enables or disables IGMP Query mode on the VLAN. The Query mode is used to
Enabled periodically check the multicast group for members that are no longer active. In
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the case where there is more than one multicast router on a sub network, one
router is elected as the ‘queried’. This router then keeps track of the membership
of the multicast groups that have active members. The information received from
IGMP is then used to determine if multicast packets should be forwarded to a
given sub network or not. The router can check, using IGMP, to see if there is at
least one member of a multicast group on a given subnet work. If there are no
members on a sub network, packets will not be forwarded to that sub network.

Enabled is the default value.

Add a new VLAN group, the VLAN ID will be added to the table automatically with both “IGMP
,@Note; Snooping Enabled” and “IGMP Querying Enabled”

4.8.2 IGMP Snooping Status

The IGMP Snooping page display the current IGMP Status and the statistics of received Query / report packets.
To open IGMP Status screen perform the folling:
1.  Click Status -> IGMP Snooping Status

2. The “IGMP Status” screen is displayed as in Figure 4-35.

(P PLANET

Networking & Commesication

B Storm Control
B VLANs

IGMP Status

W apie Bnenniug Trec VLAN | i | Queries | Oueries vi v2 v3 v2
M Link Aggregation D transmitted | received | Reports | Repoits | Reports | Leaves
B IGMP Snooping 1 Iefle o 0 o o 2 o

B Quality of Service

N 802.1X Management

M Filter Configuration
B MAC Addresses

Figure 4-35 IGMP Snooping Status

The page includes the following fields:

e VLAN ID Identifies a VLAN and contains information about the Multicast group
configuration.
e Querier Display the current status of IGMP Querier on the device.

Active — The IGMP Query function had been enabled on the device and played
as a main Querier within a subnet domain. Within a network domain,
there will be only one IGMP Querier. While two or more Querier exist,
only one Querier operation by election.

The Querier will transmit a IGMP Query packet about every 125 secs.

Idle — The IGMP Querier function had be enabled but might be at the initiation
status, or there’re already other Querier exist.
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e Queries
transmitted

e Queries received

e V1 Reports

e V2 Reports

¢ V3 Reports

e V2 Leaves

Statistics of IGMP Query packets transmitted from the VLAN. Only the “IGMP
Querying Enabled” be checked, the counter is active.

Statistics of IGMP Query packets received at the VLAN —from another switches or
routers.

Statistics of IGMP V1 report packets received at the VLAN.
(Packets with content type = 0x12 ; The Membership Report (version 1))

Statistics of IGMP V2 report packets received at the VLAN.
(Packets with content type = 0x16 ; The Membership Report (version 2))

Statistics of IGMP V3 report packets received at the VLAN.

Statistics of IGMP V2 leave packets received at the VLAN.

(Packets with content type = 0x17 ; Leave a Group (version 2))

4.8.3 Multicast Group Table

The Multicast Group page displays the ports attached to the Multicast service group in the Ports tables. The Port a tables
also reflect the manner in which the port joined the Multicast group. Ports can be added either to existing groups or to new
Multicast service groups. The Bridge Multicast Group page permits new Multicast service groups to be created. The
Bridge Multicast Group page also assigns ports to a specific Multicast service address group.

To open Multicast Group Tables screen perform the folling:

1. Click Status -> Multicast Group Table

2.  The Multicast Group Table screen is displayed as in Figure 4-36

() PLANET

Metworking & Commesication

N Storm Control

B VLANs

B Rapid Spanning Tree
M Link Aggregation

B IGMP Snooping

B Quality of Service

W 802.1X Management
M Filter Configuration
B MAC Addresses

B Tools

M Status
Por

GSW-2404SF Gigabit Ethernet |

Multicast Group Table

Multicast Group entries count : 1

Multicast Group ViD Ports

01-00-5e-02-04-01 1 1

W

Figure 4-36 The Multicast Group Table screen

The page includes the following fields:
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e Multicast Group The total count of the current Multicast Group entries of the switch.
entries Count

e Multicast Group Identifies the Multicast group MAC address/IP address
e VID Identifies a VLAN and contains information about the Multicast group address.
e Ports Identifies assigned ports to a specific Multicast service address group- By

received Join or leave packets.

4.9 Quality of Service

Quality of Service (QoS) is an advanced traffic prioritization feature that allows you to establish control over network traffic.

QoS enables you to assign various grades of network service to different types of traffic, such as multi-media, video,

protocol-specific, time critical, and file-backup traffic.

QoS reduces bandwidth limitations, delay, loss, and jitter. It also provides increased reliability for delivery of your data and

allows you to prioritize certain applications across your network. You can define exactly how you want the switch to treat

selected applications and types of traffic.

You can use QoS on your system to:

Classifying traffic based on packet attributes.

Assigning priorities to traffic (for example, to set higher priorities to time-critical or business-critical applications).
Applying security policy through traffic filtering.

Provide predictable throughput for multimedia applications such as video conferencing or voice over IP by
minimizing delay and jitter.

Improve performance for specific types of traffic and preserve performance as the amount of traffic grows.

Reduce the need to constantly add bandwidth to the network.

Manage network congestion.

The QoS Configuration page contains fields for enabling or disabling QoS. In addition, the 802.1p mode or DSCP mode
can be selected. Both the two mode rely on predefined fields within the packet to determine the output queue.

| QoS Disabled - Disables managing network traffic using Quality of Service.
| 802.1p Mode —The output queue assignment is determined by the IEEE802.1p VLAN priority tag.

| DSCP Mode - The output queue assignment is determined by the DSCP field.

The current version of GSW-1602SF/2404SF support QoS Strict mode only. The strict mode is to
£§Note: specifies if traffic scheduling is based strictly on the queue priority.

The QoS Configuration page in Figure 4-37 appears.
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() PLANET

Hetworking & Gommenication

M System

M Port Configuration
H Port Mirroring

B Storm Control

B VLANs

B Rapid Spanning Tree
H Link Aggregation

M IGMP Snooping

M Quality of Service

B 802.1X Management

M Filter Configuration

B MAC Addresses

H Tools

H Status

Figure 4-37 QoS Configuration screen

4.9.1 802.1p QoS Mode

QoS settings allow customization of packet priority in order to facilitate delivery of data traffic that might be affected by
latency problems. The IEEE 802.1p Priority specification uses 8 priority levels to classify data packets. The screen in
Figure 4-38 and Figure 4-39 appears.

() PLANET

e ot otz GSW-2404SF Gigabit Ethernet Web Smart Swiich

B System QoS Configuration
M Port Configuration
B Port Mirroring QoS Mode (R
M Storm Control o |
Prioritize Traffic || Custom V|
B VLANs e
M Rapid Spanning Tree
B Link Aggregation 802.1p Configuration
o IGMP Snoopin 802.1p i 802.1p o 802.1p s 802.1p i
i i g Value Loty Value EHary Value Llority Value Ry
M Quality of Service — -
M 802.1X Management g @ : ||°W v| 2 |[low v| 3 |norma| v|
H Filter Configuration 4 |[medium v|| 5 |/medum || 6 |[high || 7 [[high ¥
B MAC Addresses
HEEL APPLY | [ CANCEL

M Status

Logout

Figure 4-38 802.1p QoS Configuration screen

QoS Mode | 802.1p w |

Prioritize Traffic || Custom bt

All Lowe Priarity [
All Marmal Priarity
All Medium Priarity
All High Priority

Figure 4-39 Prioritize Traffic screen
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The page includes the following fields:

e Prioritize Traffic The draw menu allows customization of 802.1p to Traffic classifiers. Total 5
selections for the Prioritize Traffic.

e Custom — Manual mapping the 802.1p priority to the 4-level queues. Setup
at the next table.

e All Low Priority - mapping all 802.1p tagged packets to Queue 0
e All Normal Priority - mapping all 802.1p tagged packets to Queue 1
¢ All Medium Priority - mapping all 802.1p tagged packets to Queue 2
e All High Priority - mapping all 802.1p tagged packets to Queue 3
¢ 802.1p Value Specifies the CoS priority tag values, where zero is the lowest and 7 is the
highest.
e Priority The traffic forwarding queue to which the CoS priority is mapped. Four traffic
priority queues are supported as follow :
o Low =Queue 0

e Normal =Queuel
e Medium = Queue 2
e High =Queue 3

4.9.2 DSCP QoS Mode

DiffServ Code Point (DSCP) s the traffic prioritization bits within an IP header that are encoded by certain applications
and/or devices to indicate the level of service required by the packet across a network.

The DSCP Configuration page provides fields for defining output queue to specific DSCP fields.
Select the QoS mode to DSCP, the DSCP to queue mapping configuration page appears, as the Figure 4-40 shows.

() PLANET

Networking & Gommenication

M System

B Port Configuration
M Port Mirroring QoS Modle
M Storm Control

Prioritize Traffic |AII High Priority v

B VLANs
M Rapid Spanning Tree
B Link Aggregation DSCP Configuration
M IGMP Snooping DSCP Value(0..63) Priority
| Quality of Service | i i_gigh v|
H302.1X Management s |
M Filter Configuration | | | high )
M MAC Addresses | | |high v
H Tools _
H Status | | |h|gh v|
| |
| [|[high |
| |[high  ~]
All others lhigh v

[ APPLY || CANGEL |

Figure 4-40 DSCP QoS Configuration screen
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The page includes the following fields:

e Prioritize Traffic

e DSCP Value
(0..63)

e Priority

The draw menu allows customization of DSCP to Traffic classifiers. Total 5
selections for the Prioritize Traffic.

Custom — Manual mapping the DSCP to the 4-level queues. Setup at the
next table.

All Low Priority - mapping all IP DCSP header packets to Queue 0

All Normal Priority - mapping all IP DCSP header packets to Queue 1

All Medium Priority - mapping all IP DCSP header packets to Queue 2

All High Priority - mapping all IP DCSP header packets to Queue 3

The values of the IP DSCP header field within the incoming packet.

The traffic forwarding queue to which the DSCP is mapped. Four traffic priority
queues are supported.

The queue to which packets with the specific DSCP value is assigned. The values
are low,Normal,Medium and High.

Low =Queue 0
Normal = Queue 1
Medium = Queue 2
High = Queue 3
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4.10 802.1X Management

The PALENT GSW-1602SF/2404SF supports IEEE 802.1X Port-base network access control and RADIUS server
authentication to enhance the host link more security. An 802.1X Infrastructure is composed of three major components:
Authenticator, Authentication server, and Supplicant.

Authentication server — (RADIUS Server): An entity that provides an authentication service to an authenticator. This
service determines, from the credentials provided by the supplicant, whether the supplicant is authorized to access the
services provided by the authenticator.

Authenticator-(GSW-1602SF/GSW-2404SF): An entity at one end of a point-to-point LAN segment that facilitates
authentication of the entity attached to the other end of that link.

Supplicant-(A Host Client): An entity at one end of a point-to-point LAN segment that is being authenticated by an
authenticator attached to the other end of that link.

The instructions are divided into three parts:

Authentication server
(RADIUS Server)

Authenticator
{ PLANET 802.1X aware Switch)

m Uplink
—

Internet / WAN E

Supplicant
(Client with 802.1X authentication)
Intranet

The above graph shows the network topology of the solution we are going to introduce. As illustrated, a group of clients is
trying to build a network with GSW-1602SF/GSW-2404SF in order to have access to both Internet and Intranet. With
802.1X authentication, each of these clients would have to be authenticated by RADIUS server. If the client is authorized,
GSW-1602SF/GSW-2404SF would be notified to open up a communication port to be used for the client. There are 2
Extensive Authentication Protocol (EAP) methods supported: (1) MD5 and (2) TLS.

MD5 authentication is simply a validation of existing user account and password that is stored in a database of RADIUS
server. Therefore, clients will be prompted for account/password validation to build the link. TLS authentication is a more
complicated authentication, which is using certificate that is issued by RADIUS server for authentication. TLS
authentication is a more secure authentication, since not only RADIUS server authenticates the client, but also the client
can validate RADIUS server by the certificate that it issues. The TLS authentication request from clients and reply by
Radius Server and GSW-1602SF/GSW-2404SF can be briefed as follows:

1. The client sends an EAP start message to Web-Smart Switch.

2. Web-Smart Switch replies with an EAP Request ID message.

i

The client sends its Network Access Identifier (NAI) — its user name — to Web-Smart Switch in an EAP Respond
message.

Web-Smart Switch forwards the NAI to the RADIUS server with a RADIUS Access Request message.
The RADIUS server responds to the client with its digital certificate.
The client validates the digital certificate, and replies its own digital certificate to the RADIUS server.

The RADIUS server validates client’s digital certificate.

© N o o &

The client and RADIUS server derive encryption keys.
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9. The RADIUS server sends Web-Smart Switch a RADIUS ACCEPT message.

10. Web-Smart Switch sends the client an EAP Success message along with the broadcast key and key length.

This section is to control the access of the switch, includes the user access and management control. The 802.1X

Management page contains links to the following topics:

e RADIUS Server Configuration

e Port Access Control

4.10.1 RADIUS Server Configuration

This page is to configure the RADIUS server connection features. The screen in Figure 4-41 and Figure 4-42 appears.
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Figure 4-41 802.1X Configuration screen

802.1X Configuration

Mode: |Enabled +|
RADIUS Sever IP | |192.168.0.51 |
RADIUS UDP Port |[1512 |
RADIUS Secret | |12345675 |

Figure 4-42 RADIUS Server configuration table screen

The RADIUS Server configuration table includes the following fields:

e Mode

¢ RADIUS Server IP

To Enable/Disable the port access control administrative mode

This selector lists the two options for administrative mode: enable and disable.

The default value is disabled..

The IP address of the RADIUS server being added.
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e RADIUS UDP Port  The UDP port used by this server. The valid range is 0 - 65535.
The default UDP Port No. is 1812

¢ RADIUS Secret Indicates if the shared secret for this server has been configured.

Setup the RADIUS server and assign the client IP address to the Web-Smart switch. In this case, field in the default IP
Address of the Web-Smart switch with 192.168.0.100. And also make sure the shared secret key is as same as the one
you had set at the switch RADIUS server — 12345678 at this case.

Add RADIUS Client i x|

Client Infarmation
Specify information regarding the client.

Client addiezs [IF or DMS )
| 192.168.0.100

Client-Vendar:

|RaDIUS Standard Ei
™ Cliert must abvaps send the signaturs altribube in be equest

Shared secref: Ix

Confirm shared sscret: i“mi

< Back | Frizh I Carcel

Figure 4-43 RADIUS Server configuration

4.10.2 Port Access Control

This table is to configure the per port network access control setting. By drawing and select the menu bar to define the port
control type.The screen in Figure 4-44 and Figure 4-45 appears.

Port Admin State Port State
1 Force Authorized 802.1% Disabled Re-authenticate Force Reinitialize | Statistics
2 Faorce Authorized 8021 Disabled Re-authenticate Force Reinitialize | Statistics
3 Force Authorized 802.1% Disabled Re-authenticate Force Reinitialize | Statistics
4 Force Authorized 802.1% Disabled Re-authenticate Force Reinitialize | Statistics
5 Faorce Authorized 8021 Disabled Re-authenticate Force Reinitialize | Statistics
6 Force Authorized 802.1% Disabled Re-authenticate Force Reinitialize | Statistics
7 Force Authorized 802.1% Disabled Re-authenticate Force Reinitialize | Statistics
8 Faorce Authorized 8021 Disabled Re-authenticate Force Reinitialize | Statistics
9 Force Authorized 802.1% Disabled Re-authenticate Force Reinitialize | Statistics
10 Force Authorized 802.1% Disabled Re-authenticate Force Reinitialize | Statistics

Figure 4-44 Per Port network access control configure table
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Port Admin State

1 .Furce Authatized  + |
'Autl:u

2 ‘Force Authorized

3 |Farce Unauthaorized

Figure 4-45 802.1X Network access control mode selection

The Network Access Control port configuration table includes the following fields:

e Port Selects the port to be configured. When the selection is changed, a screen
refresh will occur causing all fields to be updated for the newly selected port.

e Admin State This selector lists the options for control mode. The control mode is only set if the
link status of the port is link up. The options are:

e Auto: The authenticator PAE sets the controlled port mode to reflect the
outcome of the authentication exchanges between the supplicant,
authenticator, and the authentication server.

e Force authorized: The authenticator PAE unconditionally sets the
controlled port to be authorized.

e Force unauthorized: The authenticator port access entity (PAE)
unconditionally sets the controlled port to unauthorized

e Port State This field indicates the configured control mode for the port.

¢ Re-authenticate This button begins the re-authentication sequence on the selected port. This
button is only selectable if the control mode is 'auto’. If the button is not selectable,
it will be grayed out. Once this button is pressed, the action is immediate. It is not
required to press the Submit button for the action to occur.

e Force Reinitialize This button begins the re-initialization sequence on the selected port. This button
is only selectable if the control mode is 'auto'. If the button is not selectable, it will
be grayed out. Once this button is pressed, the action is immediate. It is not
required to press the Submit button for the action to occur.

¢ Statistics This button redirect to the “802.1X Statistics” page on the selected port.
e Re-authenticate This button begins the re-authentication sequence on the all ports.
All

e Force Reinitialize This button begins the re-initialization sequence on all ports.
All

At the bottom of this page, click “Parameter” button will redirect to the “802.1X parameter” configure page. The screen in
Figure 4-46 appears.
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802.1X Parameters

Reauthentication Enabled []Enabled
Reauthentication Period
[1-3600 seconde] SEll
EAP tirmeout 0

[1-255 seconds]

Figure 4-46 802.1X Parameter configuration screen

The 802.1X Parameters table includes the following fields:

e Reauthentication
Enabled

e Reauthentication
Period
[1-3600 seconds]

e EAP Timeout
[1-255 seconds]

This select field allows the user to enable or disable reauthentication of the
supplicant for the specified port. If “Enabled” be checked, reauthentication will
occur. Otherwise, reauthentication will not be allowed. Changing the selection will
not change the configuration until the Apply button is pressed.

The default value is not “Enabled”

This input field allows the user to enter the reauthentication period for the
selected port. The reauthentication period is the value, in seconds, of the timer
used by the authenticator state machine on this port to determine when
reauthentication of the supplicant takes place. The reauthentication period must
be a value in the range of 1 and 65535. Changing the value will not change the
configuration until the Apply button is pressed.

The default value is 3600.

This input field allows the user to enter the EAP timeout for the selected port. The
EAP timeout is the value, in seconds, of the timer used by the authenticator state
machine on this port to timeout the supplicant. The EAP timeout must be a value
in the range of 1 and 255.

The default value is 30.
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4.11 Filter Configuration

The GSW-1602SF/GSW2404SF support per-Port IP Filter function to management the IP traffic flow. With the IP Filter
configuration, administrator can block the specify source IP Address range. The screen in Figure 4-47 appears.
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Figure 4-47 Filter Configuration screen

The Filter Configuration page includes the following fields:

e Port

e Mode

e |P Address

e |P Mask

e DHCP Server
Allowed

Indicate port 1 to port 24 for the IP Filter setting.

To “Enabled” or “Disabled” the IP Filter on the selected port. If “Enabled” be
selected, the next two fields are allowed to be configured. Press “Apply” to active
the IP Filter setting on the port.

This input field allows the user to enter the “Source IP network address” to be
filtered on the selected port. This field has to co-work with the “IP Mask” filed.

This input field allows the user to enter the “IP Mask” of the Source IP address to
be filtered on the selected port.

To allow the ICMP DHCP request and reply packets be pass through the port
even the IP address of the DHCP server inside the range of the Filter list.
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4.12 MAC Addresses

4.12.1 Dynamic Address Table

Use this page to set the Address Ageing Timeout for the MAC Address database, and to display information about entries
in the MAC Address database. These entries are used by the transparent bridging function to determine how to forward a
received frame. The screen in Figure 4-48 appears.

() PLANET

PR GSW-2404SF Gigabit Ethernet Web Smart Swiich
B =
B System Aging Time Configuration
B Port Configuration
W Port Mirroring Aging Time { Seconds ) ’W‘( 0~BE5535)
B Storm Control
B VLANs
M Rapid Spanning Tree
M Link Aggregation
B IGMP Snooping MAC Address Table
W Quality of Service
m 802.1X Management MAC Address entries count : 1
M Filter Configuration
B MAC Addresses Vi Ports Type MAC-Address
B 1 1 Dyrnarnic 00-0e-a6-0+-8h-92

E Tools

H Status

Figure 4-48 Dynamic Address Table

B Ageing Timeout Configuration (seconds)

The MAC Address database contains static entries, which are never aged out, and dynamically learned entries,
which are removed if they are not updated within a given time. You specify that time by entering a value for the
Address Ageing Timeout. You may enter any number of seconds between 0 and 65535.

IEEE 802.1D recommends a default of 300 seconds, which is the factory default.

B  MAC Address Table

The MAC Address Table includes the following fields:

¢ MAC Address
entries count

e VID The VLAN ID for which the table is queried.
e Ports Specifies the port numbers for which the table is queried.
e Type The MAC Address type for which the table is queried. There're two possible type-

. Dynamic - Addresses are associated with ports by learning the ports from
the frame source address

. Static - Static addresses are manually configured. Packets received with
the destinated MAC address mathch the port static MAC setting
will be forward to the specify port.
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e MAC-Address Specifies the MAC address for which the table is queried.

4.12.2 Static MAC Address

The Static MAC Address page contains a list of static MAC addresses. Static Address can be added and removed from

the page. In addition, several MAC Addresses can be defined for a single port. The screen in Figure 4-49 appears.

() PLANET

Metmoeking & Commesicatian GSW-2404.SF Gfgﬂhﬂ Eme WF& = - h

B System Static MAC Address Configuration
M Port Configuration
M Port Mirroring

W Storm Control

B VLANs | R
M Rapid Spanning Tree
H Link Aggregation

M IGMP Snooping

B Quality of Service

M 802.1X Management MAC Address entries count : 1

M Filter Configuration
B MAC Addresses VD Ports | Type MAC-Address
&

dr = 1 1 Static 00-00-01-02-04-01

VID Ports MAC-Address

H Tools
M Status

Figure-4-49 Static MAC Address Configuration

The configable filelds includes the following items:

e VID The VLAN ID attached to the MAC Address
e Ports Specifies the port numbers for which the table is queried.
e MAC-Address Input the MAC address entry be manualed bind to the specify port.

The MAC Address Table includes the following fields:

e VID The VLAN ID attached to the MAC Address

e Ports Specifies the port numbers for which the table is queried.

e Type Static - Static addresses are manually configured. Packets received with the
destinated MAC address mathch the port static MAC setting will be forward to the
specify port.

¢ MAC-Address The MAC address listed in the current static address list.
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4.13 Tools

4.13.1 Reboot

The Reboot page enables the device to be rebooted from a remote location. Once the Reboot button be pressed, user
have to re-login the WEB interface about 20 seconds later.

Microsoft Internet Explorer, PX|

\gr/ Are wou sure ko Rebook?

| oK | [ Cancel

4.13.2 Factory Reset

The Factory Reset button can reset the GSW-1602SF/2404SF back to the factory default mode. Be aware that the entire
configuration will be reset; expect the IP address of the GSW-1602SF/2404SF. Once the Factory Reset item be pressed,

the screen in Figure 4-50 appears.

Microsoft Internet Explorer E|

i

?/ Are you sure to Set Fackory Configlexcept IP)?

b oK d [ Cancel ]

Figure 4-50 Factory Reset screen

To reset the IP address to the default IP Address “192.168.0.100”. Press the hardware reset button
/ZSNote: at the front panel about 5 seconds. After the device be rebooted. You can login the management
WEB interface within the same subnet of 192.168.0.xx.

."jm iihiaonnasan T

Hardware Resetbutton . 5 ... % it
AR e

' L & L]
GAWTIGISF T T

4.13.3 Firmware Upgrade

The Firmware Upgrade page contains fields for downloading system image files from the Local File browser to the
device.

To open Firmware Upgrade screen perform the folling:

1. Click Tools -> Firmware Upgrade

2. The Firmware Upgrade screen is displayed as in Figure 4-51.

3. Click the “Browse” button of the main page, the system would pop up the file selection menu to choose firmware.

4. Select on the firmware then click “Upload”, the Software Upload Progress would show the file upload status.
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Software Upload

lease select a file {~wrp) to uparade

IF WHLAME D owitchn Hroaucthls oy 4'

Software Upload Progress

Figure 4-51 Firmware Upgrade screen

5. Once the software be loaded to the system successfully. The following screen appears. Click the “Yes” button to
activate the new software immediately. The system will load the new software after reboot.

Software successfully loaded

Do you want to activate new software?
(All setting will be clear )

Figure 4-52 Software successfully loaded notice screen

Do not power off the switch until the update progress is complete.
Z$ Note: P pdate prog P

Do not quit the Firmware Upgrade page without press the “Yes” button - after the image be loaded.
/@ Note: Or the system won’t apply the new firmware. User have to repeat the firmware upgrade processes
again.
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4.13.4 Configuration Upload
This function allows backup and reload the current configuration of GSW-1602SF /2404 SF to the local management
station. The screen in Figure 4-53 appears.

B Configuration Upload: Upload the existed configuration file to the GSW-1602SF/2404SF. The configuration
file had been saved at the local machine already.

B Configuration Download: Download the current configuration file of the switch to the local machine.

() PLANET

S GSW-2404SF Gigabit Ethernet Web Smart Switch

B System Configuration Upload
B Port Configuration
B Port Mirroring | | Browse... ]

B Storm Control Upload

B VLANs
B Rapid Spanning Tree Configuration Download

B Link Aggregation
B IGMP Snooping

Davwnload
M Quality of Service
M 802.1X Management
M Filter Configuration

B MAC Addresses

Figure 4-53 Configuration Upload/Download screen
B Configuration Upload

1. Click the “Browse” button of the main page, the system would pop up the file selection menu to choose saved
configuration.

Choose file

Loak jr: |@Eonfiguration j Qe E

3 Ciaigawza0at ofg

My Recent
Documents

F
L
Desktop

a7}

My Documents

9

by Computer

dy Mebwork, File name: - DOpen
Places | J I—l
Files of type: | 4 Files [°7) =l Cancel

Figure 4-54 Windows file selection menu popup
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2. Select on the configuration file then click “Upload”, the bottom of the browser shows the upload status.

3. After down, the main screen appears “Transfer Completed”.

®  Configuration Download

1. Press the “Download” button to save the current configuration in manager workstation. The following screens in

Figure 4-55 and 4-56 appear

File Download X

Do pou want to open o zave this file?

Mame: G3W24045F.cfg
Tupe:
From: 192.168.0,100

Open ]l Save ]| Cancel |

while files fram the Internet can be useful, some files can patentially
harm pour computer. If you do not trust the source, do not open or
zawve thig file. What's the risk?

Figure 4-55 File Download screen

2. Chose the file save path in management workstation.

Save i |l'f}l:onfiguration V| 0 ? g ‘

D

My Recent
Documents

=
[
Degkiop
My Documents

by Computer

Fy Metwiork

File nare: |GEW24045F cig v [ _saw

|

Save as type: | Microsoft Office Outlook S87EAE w | [ Cancel ]

Figure 4-56 File save screen
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4.13.5 Ping

Use this screen to tell the switch to send a Ping request to a specified IP address. You can use this to check whether the
switch can communicate with a particular IP station. Once you click the Apply button, the switch will send n pings and the
results will be displayed below the configurable data.

(D PLANET

Hetwarking & Communication Gsw_24MsF Gigabj-‘ Emem i

o System

M Port Configuration | Ping Parameters
M Port Mirroring

B Storm Control Target IP address |

B VLANs —
Count 1

(=]

B Rapid Spanning Trea

M Link Aggregation Time Qut {in secs)
N IGMP Snooping

B Quality of Service Apply

M 802.1X Management

A

M Filter Configuration Ping Results

B MAC Addresses TargetIP address 0.0.00
Status Test complete
Received replies il
Reguesttimeouts il
Average Response Time {in ms) | 0

Figure 4-57 Ping function screen

The Ping Parameters includes the following fields:

e Target IP Address Enter the IP address of the station you want the switch to ping. The initial value is
blank. The IP Address you enter is not retained across a power cycle.

¢ Count Number of echo requests to send

e Time Out (in secs) Timeout in milliseconds to wait for each reply.

After field the parameter and press “Apply” to execute the Ping function. The Ping result shows at the next table. As the
Figure 4-58 screen appears.

Ping Results
Target IP address 192.168.0.91
Status Test complete
Received replies 10
Reguesttimeouts 0
Avarage Respaonse Time {in ms) | 8

(Rofesh

Figure 4-58 Ping Result screen
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Be sure the target IP Address is within the same network subnet of the switch, or you had setup the
425 Note: correct gateway |IP address.

4.13.6 Cable Diagnostics

The Cable Diagnostics page contains fields for performing tests on copper cables. These functions have the ability to
identify the cable length and operating conditions, and to isolate a variety of common faults that can occur on the Cat5
twisted-pair cabling. There might be two statuses as follow:

u If the link is established on the twisted-pair interface in 1000BASE-T mode, the Cable Diagnostics can run without
disruption of the link or of any data transfer.

] If the link is established in 100BASE-TX or 10BASE-T, the Cable Diagnostics cause the link to drop while the
diagnostics are running.

After the diagnostics are finished, the link is reestablished. And the following functions are available.
e Coupling between cable pairs.

e Cable pair termination

e Cable Length

Anomalous coupling between cable pairs can be caused by shorted wires, improper termination, or high crosstalk
resulting from an incorrect wire map. These conditions can all prevent the PLANET switch from establishing a link. The
screen in Figure 4-59 appears.

Cable Diagnostics

Port Pot1 v

Maode Full b

Cable Status
Pair Length [m] Status
A (Pin 1,2} 4 Froper
B (Pin 3,6} 4 Froper
C {Pin 4,5} 4 Froper
D (Pin 7.8) 4 FProper

Figure 4-59 Cable Diagnostics

The Cable Diagnostics includes the following fields:

e Port Specifies the port numbers for which to run the cable diagnostics.

¢ Mode There’re three cable test mode for selection:

Full — test full pairs
Anomaly — test with only anomaly pairs
Anomaly w/o X-pair - test anomaly pairs but without X-pair
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The Cable status includes the following items:

e Pair The twist pair of the UTP cable. The pair groups as follow:

A (Pin 1,2)
B (Pin 3,6)
C (Pin 4,5)
D (Pin 7,8)

e Length[m] When properly terminated, Cable Diagnostics reports the approximate cable
length in meters of each of the four cable pair A, B, C, and D.

e Status The cable test results. Possible values are:

Proper - The cable passed the test.

Open - The cable is connected on only one side or there is no cable connected
to the port

Short - A short has occurred in the cable. With 10/100BASE link, the status of
Pair C and Pair D will be “Short”.

Abnormal termination — An improper termination be detected. Proper

termination of Cat5 cable requires a 100Q differential impedance between
the positive and negative cable terminals. IEEE Std 802.3 allows for a
termination of as large as 115Q or as small as 85Q. If the termination
falls out of this range, it is reported as falls an anomalous termination.

Be sure to running the Cable diagnostics with standard Cat 5e or Cat 6 UTP cable. With some of the

,@fNote; UTP cables that not match the standard of Cat 5e, it might cause the 10/100Base link down after the

cable diagnostics.
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4.14 Status

Click on the “ Status” to present the Switch status on this screen, it displays the following status:

Port Statistics Overview
Port Statistics Detail
LACP Status

RSTP Status

IGMP Snooping Status
Multicast Group Table

4.14.1 Port Statistics Overview

The Port Statistic Overview page displays the status of packet count from each port. The Port statistics overview screen in
Figure 4-60 appears.

() PLANET

Wty 4 e GSW-24045F Gigabit Efhernal Web Smarf Switch

W Systam Statistics Overview for all ports

B Forl Conliguration

B Porl Mirroring Clear | Rafresh

® Storm Coniral

= VLANS Pan Tx Bytes Tx Frames Fx Dytes Fex Frames TxErmors Fx Errors
B Rapid Spanning Tree 1 1130324561 1175250 T HAR 19704 [t} i}
M Link Aggreqation 2 ] 1] o ] a o
B |GMP Snooping 3 63355 400 1952 24 Q o
B Quality of Service 1 0 a ol o 0 o
= B0Z.1X Management 5 0 a ol a a o
| Filtar Configuration P 0 a P o 0 o
B MAC Addiesses 1

T 1302576 10634 1291744 10675 1] 1]
| Toals 1

1 1H0016 10651 ¥5AT100 2039 o] 16
E Stalus |

L] 1] 1] i] 1] 1] ]

L[] 1] 1] (] 1] 1] ]

11 24000 I S3R2R A4 1] ]

12 1] 1] ] 1] 1] ]

13 1] 1] (] 1] 1] ]

14 n 1] ] n 1] ]

Figure 4-60 Port Statistics Overview screen

The page includes the following fields:

e Port The Port number

e TX Bytes Number of octets of data (including those in bad packets) transmitted on the port.
This object can be used as a reasonable estimate of Ethernet utilization

e TX Frames Number of packets transmitted on the port. Include the Unicast , broadcast and
multicast packets.

e RX Bytes Number of octets of data (including those in bad packets) received on the port.
This object can be used as a reasonable estimate of Ethernet utilization

e RX Frames Number of packets received on the port. Include the Unicast , broadcast and
multicast packets.

e TXErrors The number of error packets transmit from the port.

e RXErrors The number of error packets received on the port.
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4.14.2 Port Statistics Detail

The Port Statistic detail page displays the status of packet count from each port. Press the port ID for detail packet
information on each port. The screen in Figure 4-61 appears.

() PLANET

Iermgtery & b

GSW-24045F Gigabit Ethernal Web Smart Switch

o Syutem Statistics for Port 1

W Pail Cenfiguration

 Port Wirring [Cear ][ Rotwun | Butt [ Peaz | Pond | Pods | Peas | pos | Poad [ pens
B Sierm Conbial Euld Bl 10 Pt 1 | Buiia Eul 13 . Ford 12 Eol 1 Forl 18
L Pod1f | Podill | Feeitd | Pod2 | Poddt | Ped2l | Poddd | Poddd
H Ropld Spanning Tree
® Link Aggregation Hecobe Tolal | Tnansi Tatal
B IMP Snaoping R Puckels 16713 | Tu Pthoats 1175250
1

& Quality of Service P Deteta 2474407 | T Oetety 113038587
B 1X Manngemant e Aroade aet 70 | Te Fenadcasi 11 ThhfG
B | iltar Canfiguratian Per—— 18670 | T MUBeaEt T
B MAC Addresses T

Took P Bioad- and Mulicasd 189484 | T Beaad. and Molicas] T1Fer2s
o Tao - : *
2 R Eme Packuts 10| Te Ernor Pathoets o

Figure 4-61 Per port detail Statistics screen

The page includes the following fields:

e PortID

e RX Packets

e RX Octets

e RX Broadcast

e RX Multicast

¢ RX Broad and
Multicast

e RX Errors
Packets

e TX Packets

e TX Octets

e TX Broadcast

e TX Multicast

e TX Broad and
Multicast

The Port number. Press the port ID for detail packet information on the selected
port.

Number of total packets received on the selected port. Include the Unicast ,
broadcast and multicast packets.

Number of total octets of data (including those in bad packets) received on the
selected port.

Number of Broadcast packets received on the selected port.
Number of Multicast packets received on the selected port.

Subtotal number of Broadcast and Multicast packets received on the selected
port.

The number of error packets received on the selected port.

Number of total packets transmitted from the selected port. Include the Unicast ,
broadcast and multicast packets.

Number of total octets of data (including those in bad packets) transmitted from
the selected port.

Number of Broadcast packets transmitted from the selected port.
Number of Multicast packets transmitted from the selected port.

Subtotal number of Broadcast and Multicast packets transmitted from the
selected port.
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e TX Errors Packets The number of error packets transmitted from the selected port.

4.14.3 LACP Status
The LACP Status page display the current LACP aggregation Groups and LACP Port status.

Please refer to Chapter 4.7.3 at page-39 for more detail.

4.14.4 RSTP Status

The RSTP Status page display the current STP bridge , roor bridge and per port stp status.
Please refer to Chapter 4.6.3 at page-33 for more detail.

4.14.5 IGMP Snooping Status

The IGMP Snooping page display the current IGMP Status and the statistics of received Query / report packets.
Please refer to Chapter 4.8.2 at page-43 for more detail.

4.14.6 Multicast Group Status

The Multicast Group page displays the ports attached to the Multicast service group in the Ports tables. The Port a tables
also reflect the manner in which the port joined the Multicast group. Ports can be added either to existing groups or to new
Multicast service groups. The Bridge Multicast Group page permits new Multicast service groups to be created. The
Bridge Multicast Group page also assigns ports to a specific Multicast service address group.

Please refer to Chapter 4.8.3 at page-44 for more detail

Logout

Press this function, the web interface will go back to login screen. The screen in Figure 4-62 appears.

Microsoft Internet Explorer, E|

h_?(/ Are wou sure bo Logouk?

| oK | [ Cancel
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2N GSW-24045F Login - Microsoft Internet Explorer

Eile Edit Yiew Favorites Tools  Help

@Back ¥ \‘/J @ @ :_:] /'j‘Search "f‘\?Favorites -@ Lr“r__\i' -:9— ﬂ] 5 ,_J @k ﬁ
Address |@ http:ff192.168.0.100]

v|G0

@ PLANET

Matworking & Communication

Welcome to PLANET GSW-24045F Web Management

Please enter pagsword to login.

Password

@ Done
o

Links > | @y -

8 Internet

Figure 4-62 Login screen
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5. SWITCH OPERATION

5.1 Address Table

The Switch is implemented with an address table. This address table composed of many entries. Each entry is used to
store the address information of some node in network, including MAC address, port no, etc. This information comes from
the learning process of Ethernet Switch.

5.2 Learning

When one packet comes in from any port, the Switch will record the source address, port no. And the other related
information in address table. This information will be used to decide either forwarding or filtering for future packets.

5.3 Forwarding & Filtering

When one packet comes from some port of the Ethernet Switching, it will also check the destination address besides the
source address learning. The Ethernet Switching will lookup the address-table for the destination address. If not found,
this packet will be forwarded to all the other ports except the port, which this packet comes in. And these ports will transmit
this packet to the network it connected. If found, and the destination address is located at different port from this packet
comes in, the Ethernet Switching will forward this packet to the port where this destination address is located according to
the information from address table. But, if the destination address is located at the same port with this packet comes in,
then this packet will be filtered. Thereby increasing the network throughput and availability.

5.4 Store-and-Forward

Store-and-Forward is one type of packet-forwarding techniques. A Store-and-Forward Ethernet Switching stores the
incoming frame in an internal buffer, do the complete error checking before transmission. Therefore, no error packets
occurrence, it is the best choice when a network needs efficiency and stability.

The Ethernet Switch scans the destination address from the packet-header, searches the routing table provided for the
incoming port and forwards the packet, only if required. The fast forwarding makes the switch attractive for connecting
servers directly to the network, thereby increasing throughput and availability. However, the switch is most commonly
used to segment existing hubs, which nearly always improves overall performance. An Ethernet Switching can be easily
configured in any Ethernet network environment to significantly boost bandwidth using conventional cabling and adapters.

Due to the learning function of the Ethernet switching, the source address and corresponding port number of each
incoming and outgoing packet are stored in a routing table. This information is subsequently used to filter packets whose
destination address is on the same segment as the source address. This confines network traffic to its respective domain,
reducing the overall load on the network.

The Switch performs "Store and forward" therefore, no error packets occur. More reliably, it reduces the re-transmission
rate. No packet loss will occur.

5.5 Auto-Negotiation

The STP ports on the Switch have built-in “Auto-negotiation”. This technology automatically sets the best possible
bandwidth when a connection is established with another network device (usually at Power On or Reset). This is done by
detect the modes and speeds at the second of both device is connected and capable of, both 10Base-T and 100Base-TX
devices can connect with the port in either Half- or Full-Duplex mode. 1000Base-T can be only connected in Full-duplex
mode.
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5-6 IGMP Snooping

Theory

Computers and network devices that want to receive multicast transmissions need to inform nearby routers that they will
become members of a multicast group. The Internet Group Management Protocol (IGMP) is used to communicate this
information. IGMP is also used to periodically check the multicast group for members that are no longer active. In the case
where there is more than one multicast router on a sub network, one router is elected as the ‘queried’. This router then
keeps track of the membership of the multicast groups that have active members. The information received from IGMP is
then used to determine if multicast packets should be forwarded to a given sub network or not. The router can check, using
IGMP, to see if there is at least one member of a multicast group on a given subnet work. If there are no members on a sub
network, packets will not be forwarded to that sub network.

IGMP Versions 1 and 2

Multicast groups allow members to join or leave at any time. IGMP provides the method for members and multicast routers
to communicate when joining or leaving a multicast group.

IGMP version 1 is defined in RFC 1112. It has a fixed packet size and no optional data.
The format of an IGMP packet is shown below:

IGMP Message Format

Octets

0 8 16 31

Type Response Time | Checksum

Group Address (all zeros if this is a query)

The IGMP Type codes are shown below:

Type Meaning

0x11 Membership Query (if Group Address is 0.0.0.0)

0x11 Specific Group Membership Query (if Group Address is Present)
0x16 Membership Report (version 2)

0x17 Leave a Group (version 2)

0x12 Membership Report (version 1)

IGMP packets enable multicast routers to keep track of the membership of multicast groups, on their respective sub
networks. The following outlines what is communicated between a multicast router and a multicast group member using
IGMP.

A host sends an IGMP “report” to join a group

A host will never send a report when it wants to leave a group (for version 1).

A host will send a “leave” report when it wants to leave a group (for version 2).

Multicast routers send IGMP queries (to the all-hosts group address: 224.0.0.1) periodically to see whether any group
members exist on their sub networks. If there is no response from a particular group, the router assumes that there are no
group members on the network.
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The Time-to-Live (TTL) field of query messages is set to 1 so that the queries will not be forwarded to other sub networks.

IGMP version 2 introduces some enhancements such as a method to elect a multicast queried for each LAN, an explicit
leave message, and query messages that are specific to a given group.

The states a computer will go through to join or to leave a multicast group are shown below:

——’ Non-Member %

Leave Group
(Stop Timer) Join Group
(Send Report,
Start Timer)

Leave Group

3 Query Received
(Start Timer)

Delaying Member ) Idle Member
Report Received -
(Stop Timer)

Timer Expried
(Send report)

IGMP State Transitions
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7. TROUBLESHOOTING

This chapter contains information to help you solve problems. If the Switch is not functioning properly, make sure the
Ethernet Switch was set up according to instructions in this manual.

The Link LED is not lit
Solution:
Check the cable connection and remove duplex mode of the Switch.

Some stations cannot talk to other stations located on the other port
Solution:

Please check the VLAN, port trunking function that may introduce this kind of problem.

Performance is bad
Solution:
Check the full duplex status of the Ethernet Switch. If the Ethernet Switch is set to full duplex and the partner is set to
half duplex, then the performance will be poor.

100Base-TX port link LED is lit, but the traffic is irregular
Solution:
Check that the attached device is not set to dedicate full duplex. Some devices use a physical or software switch to
change duplex modes. Auto-negotiation may not recognize this type of full-duplex setting.

Why the Switch doesn’t connect to the network
Solution:
Check the LNK/ACT LED on the switch .Try another port on the Switch. Make sure the cable is installed properly
Make sure the cable is the right type Turn off the power. After a while, turn on power again.

How to deal forgotten password situation of switch?
Solution:
1. Please contact Planet switch support team and the mail address is support_switch@planet.com.tw
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APPENDIX A

A.l Switch‘s RJ-45 Pin Assignments
1000Mbps, 1000Base T

1 BI_DA+ BI_DB+
2 BI_DA- BI_DB-
3 BI_DB+ BI_DA+
4 BI_DC+ BI_DD+
5 BI_DC- BI_DD-
6 BI_DB- BI_DA-
7 BI_DD+ BI_DC+
8 BI_DD- BI_DC-

Implicit implementation of the crossover function within a twisted-pair cable, or at a wiring panel, while not expressly
forbidden, is beyond the scope of this standard.

A.2 10/100Mbps, 10/100Base-TX

1 1 3
2 2 6
3 3 1
6 6 2

A.3 RJ-45 cable pin assignment

T &1

6 321

There are 8 wires on a standard UTP/STP cable and each wire is color-coded. The following shows the pin allocation
and color of straight cable and crossover cable connection:
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g SIDE 1 SIDE 2
1234567 8SIDE1 4=wWhite/Orange 1= White/Orange
2= Orange 2= QOrange
3= White/Green 3 = White/Green
4 = Blue 4 = Blue
5 = White/Blue 5 = White/Blue
12345678SIDEZ2 g=Green 6= Green
T = White/Brown 7 = White/Brown
8 = Brown 8 = Brown
Cross Over Cable
SIDE 1 SIDE 2
1234667 8 SIDE 1 1 = White/Orange 1 = White/Green
2= Orange 2 = Green
3 = White/Green 3 = White/Orange
> 4 = Blue 4 = Blue
rr & = White/Blue S = White/Blue
1234567 8 SIDE 2 6 = Green & = Drange
7 = White/Brown 7 = White/Brown
8= Brown 8 = Brown
Figure A-1: Straight-Through and Crossover Cable

Please make sure your connected cables are with same pin assignment and color as above picture before deploying the
cables into your network.

A.4 Available Modules
The following list the available Modules for GSW-1602SF / GSW-2404SF

MGB-GT

MGB-SX

MGB-LX

MGB-L50

MGB-L70

MGB-L120

MGB-LA10

MGB-LB10

MGB-LA20

MGB-LB20

MGB-LA40

MGB-LB40

SFP-port 1000Base-T Module

SFP-port 1000Base-SX mini-GBIC module

SFP-port 1000Base-LX mini-GBIC module

SFP-port 1000Base-LX mini-GBIC module-50KM

SFP-port 1000Base-LX mini-GBIC module-70KM

SFP-port 1000Base-LX mini-GBIC module-120KM

SFP-port 1000Base-LX(WDM,TX:1310nm) mini-GBIC module-10KM
SFP-port 1000Base-LX (WDM,TX:1550nm) mini-GBIC module-10KM
SFP-port 1000Base-LX(WDM,TX:1310nm) mini-GBIC module-20KM
SFP-port 1000Base-LX (WDM,TX:1550nm) mini-GBIC module-20KM
SFP-port 1000Base-LX(WDM,TX:1310nm) mini-GBIC module-40KM

SFP-port 1000Base-LX (WDM,TX:1550nm) mini-GBIC module-40KM

2080-A82070-000

QS
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